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Abstract 

This study examines Information Systems and Cyber Security for Sustainable Development in 

Nigeria. Increased internet penetration has brought with it challenges such as cyber security 

and digital privacy issues. Addressing these issues in a way that protects the tremendous 

economic and social values that information technology presents, without stifling innovation, 

requires a fresh look at the enhanced sustainable development goals of the United Nations. The 

study made use of a survey research design in which 105 respondents who were IT 

professionals and cyber security experts were administered questionnaires.Data analysis was 

done using SPSS version 25.0. The findings showed that cyber-security, data regulation and 

sustainability are the key to the digital transformation processes in the coming years. Also, 

further findings revealed that the development of environmental technologies along with their 

cyber-security is one of the aims of the realization of sustainable production and domestic 

security concepts. The study recommends the need for improved cyber-security strategies, 

policies, and programs. 

Keywords Cyber-attack, Cyber security, Sustainable Development, E-commerce, Online 

Transactions 

Introduction 

Communication is very essential in day-to-day activities. Over the years the pattern of 

communication has evolved. The advent of Information and communication technologies have 

brought dramatic changes in the way people communicate with others, the way they work, as 

well as the way organizations do business. The ability to digitize information and to exchange 

them with anyone around the world via electronic devices now enables humans to connect 

globally. Such technologies allow people to share information immediately and expansively as 

21st century organizations are now more interconnected through file sharing, blogs, and social 

networking sites, to name a few1. 

The rise of technology and online communication has not only produced a dramatic increase 

in the incidence of cyber insecurity and digital privacy issues, but has also resulted in the 

emergence of what appears to be a new variety of threat to the attainment of sustainable 

development of information and communication technology in Nigeria. Both the increase in 

the incidence of cyber insecurity and digital privacy invasion and the possible threat to the role 
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of information technology and to the attainment of sustainable development poses challenges 

for the larger internet users, as well as for law enforcement agents2. 

Impressive leverages of information and communication technologies (ICT) allow efficient 

exchanges of data, streamlining of operations, virtualization of numerous products and 

services, and the adoption of diverse electronic payment methods. These, in turn, create 

conditions for the emergence of new trade approaches, models, functionalities, and, potentially, 

new sales channels and markets. 

The 2030 Agenda for Sustainable Development highlights the importance of information and 

communication technologies (ICT) and global interconnectedness as powerful enablers of 

growth, to accelerate human progress, to bridge the digital divide and to develop knowledge 

societies3.  Sustainable development leads to fulfillment of societal ideals considered relevant 

to the needs and aspirations of the society. Factors, which influence such developments, are 

based on human ability to explore, invent, and utilize. 

Reference to information and communication technology can be found explicitly as a target 

under SDG goal 9 which states that “Build resilient infrastructure, promote inclusive and 

sustainable industrialization and foster innovation" 

Statement of the Problem 

Privacy and security of data will always be top security measures that any organization takes 

care of. The present world is a world where all the information is maintained in a digital or a 

cyber form. Cybercriminals continue to target social media sites to steal personal data. Not 

only for social networking but also during bank transactions required security measures must 

be taken. Over the past twenty years, immoral cyberspace users have continued to use the 

internet to commit crimes; this has evoked mixed feelings of admiration and fear in the general 

populace along with a growing unease about the state of cyber and personal security. This 

phenomenon has seen sophisticated and extraordinary increase recently and has called for 

quick response in providing laws that would protect the cyber space and its users. 

However, one of the goals of Sustainable development is to build resilient infrastructure, 

promote inclusive and sustainable industrialization and foster innovation. The goal of the SDG 

is to ensure that there is cyber peace and this makes cyber security to be very essential in our 

daily living. Also, to protect cyber space from cyber criminals and prevent unauthorized access 

to government, organizational and personal information. Therefore, this study examines 

Information Systems and Cyber Security for Sustainable Development in Nigeria. 
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Aim and Objectives of the Study 

The Primary aim of this study is to examine Information Systems and Cyber Security for 

Sustainable Development in Nigeria. The secondary objectives are to: 

i. examine the relevance of information systems and cyber security for sustainable 

development in Nigeria. 

ii. access the communication challenges of cyber security 

Research Question 

i. To what extent is information systems and cyber security relevant to sustainable 

development in Nigeria? 

ii. What are the communication challenges of cyber security? 

Hypothesis 

H0: There is no significant impact ofinformation systems and cyber security on sustainable 

development 

Literature Review 

CyberiSecurity 

Cyberisecurityirefersitoiaisetiofitechniquesiuseditoiprotectitheiintegrityiofinetworks,iprogra

ms,iandidataifromiattack,idamage,ioriunauthorizediaccess.iCyberisecurityiisitheiprotectioniof

icomputerisystemsiandinetworksifromiattackibyimaliciousiactorsithatimayiresultiiniunauthori

zediinformationidisclosure,itheftiof,ioridamageitoihardware,isoftware,ioridata,iasiwelliasifro

mitheidisruptioniorimisdirectioniofitheiservicesithey iprovide4.iItiisitheiprotectioniofiInternet 

connectedisystems,iincludingihardware,isoftware,iandidataifromicyberattacks.iItiisimadeiupi

ofitwoiwordsioneiisicyberianditheiotheriisisecurity.iCybersecurityiisiaiprocessithat’sidesigne

ditoiprotectinetworksiandidevicesifromiexternalithreats.iBusinessesitypicallyiemployiCyberi

Securityiprofessionalsitoiprotectitheiriconfidentialiinformation,imaintainiemployeeiproductiv

ity,iandienhanceicustomericonfidenceiiniproductsiandiservices.iCyberiSecurityiinvolvesiprot

ectingikeyiinformationiandidevicesifromicyberithreats.iItiisiaicriticalipartioficompaniesithati

collectiandimaintainihugeidatabasesioficustomeriinformation,isocialiplatformsiwhereiperson

aliinformationiisisubmitted,iandigovernmentiorganizationsiwhereisecret,ipolitical,iandidefens

eiinformationiareiinvolved.iItidescribesihowipersonaliandikeyigovernmentidataiisiprotectedi
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againstivulnerableiattacksithatipossessithreatsitoiimportantiinformation,imayiitibe 

onitheicloud,ioriacrossivariousiapplications,inetworks,iandidevices. 

InformationiSystem 

InformationiSystemiareiintegratedisetioficomponentsiforicollecting,istoring,iandiprocessingi

dataiandiforiprovidingiinformation,iknowledge,iandidigitaliproducts.iAniinformationisystemi

(IS)iisianiinterconnectedisetioficomponentsiuseditoicollect,istore,iprocessianditransmitidataia

ndidigitalinformation5.iAtiitsicore,iitiisiaicollectioniofihardware,isoftware,idata,ipeopleiandip

rocessesithatiworkitogetheritoitransformirawidataiintoiusefuliinformation.iBusinessifirmsian

diotheriorganizationsirelyoniinformationisystemsitoicarryioutiandimanageitheirioperations,ii

nteractiwithitheiricustomersiandisuppliers,iandicompeteiinitheimarketplace.iInformationisyst

emsiareiuseditoiruniinter-organizationalisupplyichainsiandielectronic 

markets6.iForiinstance,icorporationsiuseiinformationisystemsitoiprocessifinancialiaccounts,it

oimanageitheirihumaniresources,ianditoireachitheiripotentialicustomersiwithionlineipromotio

ns.iManyimajoricompaniesiareibuiltientirelyiaroundiinformationisystems. 

SustainableiDevelopment 

Sustainableidevelopmentiisimeansitoibalanceitheineedsiofitheipresentiandifutureigenerationsi

withouticompromise.iiTheiconceptiofisustainabilityimeansiaicapacityitoimaintainisomeientit

y,ioutcomeioriprocessioveritime.iTheiconceptiofisustainabilityiconnotesiimprovingiandisusta

iningiaihealthyieconomic,iecologicaliandisocialisystemiforihuman 

development3.iSustainabilityiisiaidynamiciequilibriumiinitheiprocessiofiinteractionibetweenit

heipopulationianditheicarryingicapacityiofiitsienvironmentisuchithatitheipopulationidevelops

toiexpressiitsifullipotentialiwithoutiproducingiirreversibleiadverseieffects 

onitheicarryingicapacityiofitheienvironmentiuponiwhichiitdepends7.iSustainableidevelopmen

tirefersitoitheidevelopmentiagendaithaticanibeiinitiatediandimaintainedibyieitherigovernment

orinongovernmentiorganisationsiwhichiaimediatimeetingitheipressingineedsiofitheipresentige

nerationiwithoutihavingianyidetrimentalieffectonitheiincomingigenerations.iSustainableideve

lopmentiisitheitypeiofidevelopmentiwhichimeetsitheibasicineedsofdisadvantagedigroupiiniter

msiofiprovisioniofiemployment,ifood,ienergy,iwater,ihousing,imanufactures,ipoweriandiserv

ices.iiTheienvironment,itheisocietyianditheieconomyiasithreeiphasesitoisustainableidevelopm

entianditheiwellbeingiofitheipeopleiwouldidepend on effectiveiinterwovenessiofithese 

components8.iForiinstance,iitiisihopedithatiaihealthyiandiprosperousisocietyiisiaifunctioniofi

healthyienvironmentitoiprovideinecessaryiresourcesiforiit’sicitizenitoisurviveiandiexceliiniall
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iramifications.iInitheilightiofithis,isustainableidevelopmentiisiexpecteditoigiveipeopleiiniever

yipartiofitheiworlditheisupportitheyineeditoiliftithemselvesioutiofipovertyiinialliitsimanifesta

tions. 

Cyber-securityiRisks 

Theisecurityiriskipresentsiseveralicomponentsioridimensions,ioneiofitheimosticoncerningiisit

heicybersecurityirisk.iTheihighileveliofiinterconnectivity,iwhichicharacterizesimodernisociet

yianditheinternationalitrade,ihasiopenedimanyiavenuesiforicyberiattacks,irenderingicybersec

urityianiissueiofimajoriconcerniforialliorganizations9.iEvenithough,iinirecentiyears,ithereiwe

reinotableiadvancesiinitheiunderstandingiandimitigationioficyberirisks,iasiempiricalidataisho

ws,itheinumberiofiincidentsiaugmentediandicontinueditoigrowiinisophistication,ibecomingim

oreithoroughiandiinflictingioftenimajorlosses10.iThroughiadvanceditools,itacticsiandiprocedu

resi(TTP),isuchiasiSQLiinjection;imalwareiinfection;iadvertisementiclickifraud;ibusinessiem

ailicompromisei(BEC);iandiexploitationiofizerodayivulnerabilities,iusediiniwateringiholeiatt

acks,icybericriminalsiposeimajorithreatsitoiorganizationsiandicitizens.iCyberiincidentsihaveit

heipotentialitoinegativelyiaffectiorganizations’iactivity,ieconomicidevelopment,iandiusers’ip

rivacyiandiotherifundamentalirights. 

RiskiCommunication 

Riskicommunicationiisiairelativelyimatureifieldiandihasibeeniresearchediinidetailiforimanyiy

ears,iespeciallyiwithinitheihealthiandinaturalidisasteridomains.iRiskicommunicationicanibeid

efinediasitheiinteractiveiprocessiofiexchangingiinformationiaboutiairiski(itsinature,imeaning,

iconsequences,ilikelihoodiandiresponseioptions)itoiindividualssoithatitheyicanimakeiinforme

djudgements11.iThisiactivityicanibeisplitiintoithreeigoals,iadvancing/changingiknowledgeian

diattitudes,imodifyingiriskirelevantibehaviour,iandifacilitatingicooperativeiconflictiresolution

andidecisionimakingi.iAlliofitheseigoalsirequireiindividualsitoiinitiallyiconsumeiriskiinforma

tionioriiniotheriwords,iperceiveiit.iAsiairesult,iriskiperceptioniformsioneiofitheicriticaliinitial

istagesiwithiniriskicommunicationithaticonsidersitheiwaysiiniwhichiaipersoniactuallyiviewsi

airiskianditheivariousifactorsithatiaffectitheiriperspective.iSomeiofitheiotheriprocessesicoreit

oiriskicommunicationiwhichiareiimplicititoitheigoalsimentionediaboveiareiriskianalysis,iriski

evaluationiandiriskitreatment. 
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TheiCommunicationiofiCybersecurityiRisks 

Toireiterate,iriskicommunicationiinitheicybersecurityicontexticonsidersihowibestitoicommun

icateisecurityiriskiinformationitoiusersiofiaisystemiiniorderitoifacilitateiunderstandingiandipr

omoteiinformedijudgement.iInisomeicybersecurityisituations,ipersuadingiusersitoiadoptiaipar

ticularicourseiofiactionimayialsoibeitheigoal.iResearchiinitheisecurityicommunicationsispace

iisirelativelyinewiandiatithisistageimayibeibrokeniintoiworkioniperceptioniofisecurityirisksia

ndidecision-makingiregardingitheseirisks—thisisomewhatimirrorsiearlyiworkiinithe irisk-

communications12.i 

CommunicationiChallengesiofiCyberisecurity 

Noimatteritheicauseiofitheicyberattack,ihavingitoicontactistakeholdersi(i.e.,iemployees,istock

holders,iandicustomers)itoitellithemiyouriorganizationihasilostitheiridataiisinotionlyiaidifficu

ltiexerciseibutialsoioneithatiholdsiaipotentiallyisignificantireputationalirisk.iThisireputationir

iskiisiespeciallyitrueiconsideringihowiquicklyiandieasilyiinformationiisishared 

onisocialimedia.iWheniconsideringicybersecurity,iorganizationsineeditoikeepitheicommunica

tionsielementsiinimindibefore,iduring,iandiafteriaicyberattack. 

i.iCybersecurityirequiresiaicultureiofirisk. 

BenjaminiFrankliniisioftenicreditediasisaying,i“Byifailingitoiprepare,iyouiareipreparingitoifa

il”.iOperatingiiniaicultureiofiriskimeansithatitheicompany’sidefaultiexpectationishouldibeith

atiitiisiatiriskiofilosingiitsireputation.iAdditionally,iorganizationsishouldiconductiairiskiasses

smentitoiidentifyitheileveliofirisk,iinirelationitoicyberattacks,ithatitheyiareiwillingitoitolerate

.iNotialliorganizationsiareitheisame, soilevelsiofitoleranceiareidifferentiandisubsequently 

soiareilevelsioficybersecurity. 

Withitrustiandiloyaltyiofistakeholdersonitheiline,iriskiassessmentiandicrisisiplansineeditoiad

dressistakeholderiengagementiinitheieventiofiaidataibreach.iAdditionally,igivenitheifrequenti

changesiinitechnology,icrisisiplansishouldibeiupdatediregularly.iMockitestsiorisimulationsiof

iplansiareianiexcellentiwayitoiworkitowardibeingiprepared.iAlliplansishouldibeifullyialigned

iwithiIT’sioperationalicybersecurityiplanianditheibusinessicontinuityiplan.iTheiroleioficomm

unicationsishouldibeiincludediinialliplansisoiexpectationsiareicleariandiwillinotineeditoibeid

evelopediorinegotiatediinitheimiddleiofiaicyberiattackicrisis. 
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ii.iCyberisecurityishouldinotibei“owned”ibyianyidepartment. 

Byihavingiaiseatiatitheiexecutiveitable,imembersifromiIT,ilegal,iproduction,icommunication

s,icompliance,iandialliotheridepartmentsicaniworkitogetheritoiidentifyipossibleiwarningisign

als.iIniisolationiaisingularioddisituationimayiseemijustiodd,ibutiwheniconsiderediwithiotheri

oddisituationsitheioddityimayiindicateiaireasoniforiconcern.iAsisuch,ifrequenticrossidepartm

entimeetingsiwithicompanyiboardsiandiseniorimanagementiteamsicaniserveiasianiexcellentie

arlyiwarningisystem.iAdditionally,ihavingimultipleidepartmentsiandiindividualsiworkingitog

ethericanihelpiprovideiaimoreiconsistentiapplicationiofipolicies. 

iii.iiTheipublicisharesisomeilevelioficybersecurityiresponsibility. 

Manyisecurityiexpertsibelieveithatitheiweakestilinkiinicybersecurityiisihumans.iInifact,isome

idataibreachesiareitheiresultiofihumanierror.iAsideifromitheierrorsimadei(intentionallyioriuni

ntentionally)iiniorionibehalfiofiaicompany,imanyicyberattacksiareitheiresultiofiindividualsim

akingiaimistake.iWhileiitiisihighlyilikelyithatimanyipeopleiunderstandithatithereiareirisksiwi

thibeingionline,iitiisipossibleithatimanyidoinotiknowiwhatitheiriroleiis.iUnlessisomeoneihasi

personallyibeeniimpactedioriknowsisomeoneicloseithatihas,iforiexample,ihaditheiriidentityist

olen,iheiorisheiisiunlikelyitoireallyiunderstand.iAsisuch,icybersafetyicanibeiconsiderediaitop

icithatiisisubjectitoieducationigap.iIfiindividualsibetteriunderstoodihowitheiriactionsiinisocial

imediaiandionlineiplaceithemiatirisk,isomeiofitheicyberattacksimayibeieasieritoiprevent. 

 

TheoreticaliiReview 

 

TechnologyiAcceptanceiModel 

Theitechnologyiacceptanceimodeli(TAM)iisianiinformationisystemsitheoryithatimodelsihowi

usersicomeitoiacceptiandiuseiaitechnology.iItiwasidevelopedibyiFrediDavisiandiRichard 

Bagozzi13.iTheiactualisystemiuseiisitheiendpointiwhereipeopleiuseitheitechnology.iBehavior

aliintentioniisiaifactorithatileadsipeopleitoiuseitheitechnology.iTheibehavioraliintentioni(BI)i

isiinfluencedibyitheiattitudei(A)iwhichiisitheigeneraliimpressioniofitheitechnology.iTheimod

elisuggestsithatiwheniusersiareipresentediwithiainewitechnology,iainumberiofifactorsiinfluen

ceitheiridecisioniaboutihowiandiwhenitheyiwilliuseiit,inotably:iPerceivediusefulnessi(PU)i–

iThisiwasidefinedibyiFrediDavisiasi"theidegreeitoiwhichiaipersonibelievesithatiusingiaiparti

cularisystemiwouldienhanceitheirijobiperformance".iItimeansiwhetheriorinotisomeoneipercei

vesithatitechnologyitoibeiusefuliforiwhatitheyiwantitoido.iPerceivediease-of-usei(PEOU)i–
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iDavisidefinedithisiasi"theidegreeitoiwhichiaipersonibelievesithatiusingiaiparticularisystemi

wouldibeifreeifromieffort".iIfitheitechnologyiisieasyitoiuse,ithenitheibarriersiconquered.iIfiit'

sinotieasyitoiuseianditheiinterfaceiisicomplicated,inoioneihasiaipositiveiattitudeitowardsiit. 

 

EmpiricaliReviews 

AisystematicireviewioniiHuman-

HumaniCommunicationiiniCyberiThreatiSituationsiwasicarriedioutiiniNorway14.iInicyberithr

eatisituations,idecisionmakingiwithiniorganizationsiandibetweenitheiaffectediorganizationian

diexternalientitiesiareihighstakeisituations.iThisirequireihumanicommunicationientailingitech

nicalicomplexity,itimeipressure,iinterdisciplinary,iandiofteniinsufficientiinformationibasis.iT

heiaimsiofithisistudyiareitoi(1)ioutlineihowihumanihumanicommunicationiperformanceiinicy

bersecurityisettingsihaveibeenistudied;i(2)itoiuncoveriareasiwhereithereiisipotentialiforidevel

opingicommonistandardsiforiinformationiexchangeiinicollaborativeisettings,iand;i(3)itoiprov

ideiguidanceiforifutureiresearchiefforts.iTheireviewiwasicarriedioutiaccordingitoitheiPRISM

AiguidelinesiandiarticlesiwereisearchediforioniGoogleiScholar,iScienceDirect,iTaylori&iFra

ncis,iandiIEEE.iPrimaryiresearchiarticlesiandireviewsifocusingionihumanihumanicommunica

tioniinicyberithreatisituationsipublishediinipeerireviewedijournalsioriasiconferenceipapersiw

ereiincluded.iAitotaliofi17istudiesiwereiincludediinitheifinalireview.iMostiofitheistudiesiwer

eicorrelationaliandiexploratoryiininature.iVeryifewistudiesicharacterizeicommunicationiinius

efuligoal-relatediterms. 

Aicomprehensiveistudyioniicyberiattacksiandicyberisecurity;iemergingitrendsiandirecentidev

elopmentsiwasiconductediiniChina15.iToday’siworldiisihighlyidependentionielectronicitechn

ology,iandiprotectingithisidataifromicyberiattacksiisiaichallengingiissue.iTheipurposeioficyb

eriattacksiisitoiharmicompaniesifinancially.iInisomeiothericases,icyberiattacksicanihaveimilit

aryioripoliticalipurposes.iSomeiofitheseidamagesiare:iPCiviruses,iknowledgeibreaks,idataidi

stributioniservicei(DDS)iandiotheriassaultivectors.iTheiaimiofithisistudyiisitoisurveyiandico

mprehensivelyireviewitheistandardiadvancesipresentediinitheifieldioficyberisecurityianditoii

nvestigateitheichallenges,iweaknessesiandistrengthsiofitheiproposedimethods.iDifferentitype

siofinewidescendantiattacksiareiconsiderediinidetails.iStandardisecurityiframeworksiareidisc

ussediwithitheihistoryiandiearlyigenerationicyberisecurityimethods.iIniaddition,iemergingitre

ndsiandirecentidevelopmentsioficyberisecurityiandisecurityithreatsiandichallengesiareipresen

ted.iItiisiexpectedithatitheicomprehensiveireviewistudyipresentediforiITiandicyberisecurityir

esearchersiwillibeiuseful. 
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AistudyioniInformationiSecurity:ianieffectiveitooliforiSustainableiNigerianiNationaliSecurit

yiandiDevelopmentiwasiconductediiniNigeria16.iAnieffectiveiinformationisecurityistrategyiw

ouldibeitheibestimeasureitoiadoptitoitackleitheiinsecurityichallengesifacedibyiNigeriaiwhichi

asiwelliobstructsiitsipotentialsitoidriveiaisustainableinationalisecurityiandidevelopment.iThei

studyiadoptediainarrativeiliteratureireviewimethodology.iTheistudyidefinesithoseieffectiveiin

formationisecurityimeasuresiandistrategiesitoibeiadoptediasiaitoolitoiattainitheidesiredisaidii

nformationisecurityigoal.iTheistudyiconcludesithatitheseimeasuresiandistrategiesiwillibeieffe

ctiveiforisustainableiNigerianinationalisecurityiandidevelopment.iNevertheless,itheistudyipro

videsirecommendationsithatiwillienhanceisustainableiNigerianinationalidevelopmentithrough

iadoptingitheseiinformationisecurityimeasures. 

ResearchiMethodology 

Thisistudyimadeiuseiofiaisurveyiresearchidesign.iThisimethodiisibestisuitediforistudiesithati

haveiindividualipeopleiasitheiunitiofianalysis.iiTheyicanihaveimultipleipurposes,iandiresearc

hersicaniconductiitiinimanyiwaysidependingionitheimethodologyichosenianditheistudy’sigoa

l 

TheipopulationiofithisistudyiareicyberisecurityiexpertsiandiITiprofessionals. 

Aitotalinumberiofi105icyberisecurityiexpertsiandiITiprofessionalsiwereiselectedifromithisist

udyifromionlineicommunitiesiandisocialimediaiplatforms.iTheistudyimadeiuseiofiaipurposiv

eisamplingimethod. 

Theiresearchiquestionnaireiwasiusediasitheiresearchiinstrumentiandidataiwasianalyzediusingi

SPSSisoftwareiversioni25.0.iTheidescriptiveistatisticsisuchiasifrequencies,ipercentagesiforia

nalyzingidemographicicharacteristicsiofirespondentsiwhileihypothesisiwasianalyzediusingiM

ultipleiRegressioniAnalysis. 

 

Data Analysis 

Table 1: Socio-Demographic Characteristics of Respondents 

Gender of Respondents Frequency Percent 

Male 58 55.4 

Female 47 44.6 

Age (Years)   

Less than 25 years 7 6.7 

26-35 years 46 43.8 
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36-45 years 40 38.1 

46-55 years 12 11.4 

Education   

OND 10 9.5 

Professional Certification 34 32.4 

BSC/HND 46 43.8 

Postgraduate 15 14.3 

Job Title   

Cyber security experts 43 40.9 

IT Professionals 62 59.1 

Total 105 100.0 

 

Table 1 shows that 58(55.4%) of the respondents are male, 47 (44.6%) are female. Also, 46 

(43.8%) of the respondents are within the age category of 26-35 years, 40 (38.1%) are within 

the age category of 36-45 years, 12(11.4%) are within 46-55 years. Furthermore, 46 (43.8%) 

of the respondents have First degree educational qualification (BSC/HND), 34 (32.4%) have 

Professional certificate, 15 (14.3%) have Postgraduate degree while 10 (9.5%) have OND 

certificate. Also, 43 (40.9%) of the respondents are Cyber security experts while 62 (59.1%) 

are IT professionals. 

Research Question One: To what extent can information systems and cyber security be 

utilized for sustainable development in Nigeria? 

Table 2: The extent at which information systems and cyber security are relevant to 

sustainable development in Nigeria 

Statement SA A D SD Mean  Stand 

Dev 

Cyber-security, data regulation 

and sustainability are the key to 

the digital transformation 

processes in the coming years 

43 

(40.9%) 

58 

(55.2%) 

4 

(3.9%) 

- 3.46 2.17 
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The development of 

environmental technologies along 

with their cyber-security is one of 

the aims of the realization of 

sustainable production and 

domestic security concepts 

48 

(45.7%) 

56 

(53.4%) 

1 

(0.9%) 

- 2.69 1.81 

Information system is the 

acclaimed engine room of 

modern day global development 

and sustainable growth 

39 

(37.1%) 

61 

(58.1%) 

3 

(2.9%) 

2 

(1.9%) 

3.07 2.43 

Cyber security ensures the 

protection of cyber space, data 

and information for sustainable 

growth and development 

51 

(48.6%) 

53 

(50.5%) 

1 

(0.9%) 

- 3.73 2.64 

Source: Field work, 2023 

Table 2 shows that 43 (40.9%) of the respondents strongly agree, 58 (55.2%) agree while 4 

(3.9%) disagree that Cyber-security, data regulation and sustainability are the key to the digital 

transformation processes in the coming years, 48 (45.7%) of the respondents strongly agree, 

56 (53.4%) agree while 1 (0.9%) disagree that the development of environmental technologies 

along with their cyber-security is one of the aims of the realization of sustainable production 

and domestic security concepts, 39 (37.1%) of the respondents strongly agree, 61 (58.1%) 

agree, 3 (2.9%) disagree while 2 (1.9%) strongly disagree that Information system is the 

acclaimed engine room of modern day global development and sustainable growth. Also, 51 

(48.6%) of the respondents strongly agree, 53 (50.5%) agree while 1 (0.9%) disagree that Cyber 

security ensures the protection of cyber space, data and information for sustainable growth and 

development. 
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Research Question Two: What are the communication challenges of cyber security? 

Table 3: The communication challenges of cyber security 

Statement SA A D SD Mean  Stand 

Dev 

Problem of communicating cyber 

attack risk directly to 

organizations 

55 

(52.4%) 

47 

(44.8%) 

2 

(1.9%) 

1(0.9%) 3.23 2.20 

Poor internal communication 

channels can enhance cyber 

attack 

43 

(40.9%) 

59 

(56.2%) 

3 

(2.9%) 

- 2.79 1.63 

Ineffective communication plan 

on updates and upgrades of cyber 

security facilities can enhance 

cyber attack 

41 

(39.1%) 

56 

(53.3%) 

5 

(4.8%) 

3 

(2.9%) 

3.07 2.43 

Inadequate knowledge and 

awareness on cyber security can 

enhance cyber attack 

44 

(41.9%) 

60 

(57.1%) 

1 

(0.9%) 

- 3.89 2.09 

Source: Field work, 2023 

Table 3 shows that 55 (52.4%) of the respondents strongly agree, 47 (44.8%) agree,  2 (1.9%) 

disagree while 1(0.9%) strongly disagree that Problem of communicating cyber attack risk 

directly to organizations, 43 (40.9%) of the respondents strongly agree, 59 (56.2%) agree while 

3 (2.9%) disagree that Poor internal communication channels can enhance cyber attack, 41 

(39.1%) of the respondents strongly agree, 56 (53.3%) agree, 5 (4.8%) disgaree while 3 (2.9%) 

strongly disagree that ineffective communication plan on updates and upgrades of cyber 

security facilities can enhance cyber attack. Furthermore, 44 (41.9%) of the respondents 

strongly agree, 60 (57.1%) agree while 1 (0.9%) disagree that inadequate knowledge and 

awareness on cyber security can enhance cyber attack are some of the communication 

challenges of cyber security. 
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Hypothesis 

H0: There is no significant impact ofinformation systems and cyber security on sustainable 

development 

The hypothesis was tested using Multiple Regression Analysis 

Table 4: Model Summary 

Model R R Square 

Adjusted R 

Square 

Std. Error of 

the Estimate 

1 .802a .643 .641 1.182 

a. Predictors: (Constant), Information Systems, Cyber 

security 

 

 

Table 4: ANOVA 

Model 

Sum of 

Squares df 

Mean 

Square F Sig. 

1 Regression 303.151 2 151.576 91.864 .000b 

Residual 168.349 102 1.650   

Total 471.500 104    

a. Dependent Variable: Sustainable development 

b. Predictors: (Constant), Information Systems, Cyber security 

 

Table 5: Coefficients 

 

Model Unstandardized 

Coefficients 

Standardiz

ed 

Coefficient

s 

t Sig. 

B Std. Error Beta 

(Constant) 2.140 .438  5.004 .000 

Information Systems .069 .073 2.149 15.348 .000 

Cyber security .873 .092 1.697 10.938 .000 

Dependent Variable: Sustainable development 

 

The result from table hypothesis shows that Information Systems and Cyber security jointly 

significantly influence Sustainable development [(R2 = .643; F (2,104) = 91.864; p < .05)]. 
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This infers that Information Systems and Cyber security jointly accounted for about 64.3% of 

the variance observable in Sustainable development. 

In addition, the result of the coefficients of multiple determination for the model shows that the 

independent contribution of Information Systems and Cyber security were positively 

significant ( = 2.149; t = 15.348; p< .000) and ( = 1.697; t = 10.938; p< .000). Also, in terms 

of magnitude, Information Systems had the highest magnitude with ( = 2.149). 

Conclusion 

The study used a survey research design with the aid of questionnaire that was administered to 

respondents. The population of this study are 105 respondents who were IT professionals and 

cyber security experts selected from online communities and social media platforms. The study 

concludes that Information Systems and Cyber security significantly influence Sustainable 

development. The finding of this study showed that Cyber-security, data regulation and 

sustainability are the key to the digital transformation processes in the coming years (X = 3.46, 

SD = 2.17), the development of environmental technologies along with their cyber-security is 

one of the aims of the realization of sustainable production and domestic security concepts (X 

= 2.61, SD = 1.81) and Problem of communicating cyber attack risk directly to organizations 

(X = 3.23, SD = 2.20). The result of the hypothesis revealed that Information Systems and 

Cyber security significantly influence Sustainable development with Information Systems 

having the highest magnitude with ( = 2.149). This finding supports a study which reported 

that cyber security measures and strategies will be effective for sustainable Nigerian national 

security and development16. 

Recommendations 

i. This study recommends that government and related authorities should invest more 

on cyber security and information systems. 

ii. The study also recommends that government should put in place programs that 

would train more professionals on cyber security. 

iii. This study also recommends the need for improved cyber-security strategies, 

policies, and programs. 
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