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This paper seeks to investigate how virtual classroom management can enhance sustainable
development through a qualitative analysis. Simple sampling method was used to determine the
study's population. The interview was conducted with 60 school administrators in the six stratified
Education Districts in Lagos State, recorded, transcribed using Data Saturation The paper
investigates current virtual classroom management strategies and identify gaps in implementation
that can be address to improve sustainability. It then presents a series of case studies which illustrate
how successful virtual classroom management strategies can be implemented and demonstrate how
they can contribute to sustainable development. Evaluation of these case studies provides an
analysis of the effectiveness of different virtual classroom management strategies and identifies the
strength and weaknesses in each approach. The paper concludes with a set of recommendations for
virtual classroom managers who seek to improve sustainability through their management practices.
The findings of this paper will be valuable for virtual classroom managers as well as education
policymakers, providing insights into how virtual classrooms can be managed in a more sustainable
manner
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Introduction

In recent years, the integration of technology in education has witnessed a paradigm shift, with
virtual classrooms emerging as a viable alternative to traditional face-to-face instruction. The
advent of virtual classrooms has been catalysed by advancements in information and
communication technologies, enabling educational institutions to reach a broader audience while
overcoming geographical constraints and fostering more inclusive learning environments.
However, the
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successful implementation of virtual classrooms necessitates effective management practices to harness
their full potential.

Virtual classroom management refers to the set of strategies, techniques, and tools
employed by educators and institutions to facilitate a smooth and productive learning experience
in the virtual setting Srisawat&Piriyasurawong, (2022). The planning approach, methodologies,
tools, Apps and addressing students' attention. Ucar&Acar (2022) It encompasses various aspects,
such as maintaining learner engagement, fostering collaboration among students, addressing
technical challenges, and promoting an inclusive and equitable learning environment. Kesharav,
Mirmoghtadale&Nayyeri (2020). Therefore, virtual classroom management is a tool that makes
learning process inventive and flexible since it integrates information with learning innovations
and modern technology in different ways. As virtual classrooms gain prominence, understanding
and optimizing management strategies in this context have significant implications for the
advancement of sustainable development in the education sector. Virtual classroom management
can also be described as the strategies, techniques, and tools used by educators and institutions to
effectively facilitate learning and maintain a productive virtual learning environment Mosteanu
(2017). As the use of virtual classrooms continues to expand, particularly in response to the
COVID-19 pandemic, understanding and implementing effective management practices such as a
well- established curriculum, careful planning, monitoring of student's behaviour, and the
utilization of technology resources specific to virtual classrooms are all necessary for effective
class administration for ensuring successful online education.

For effective classroom management to take place in the teaching and learning process,
there are some crucial elements that teachers must consider. One of the factors is that of
engagement of interaction: Creating an engaging virtual classroom environment is crucial for
keeping students actively involved in the learning process. Educators employ various techniques
to promote student engagement, such as interactive discussions, multimedia presentations, real-
time feedback, and collaborative activities. These strategies aim to foster interaction between
students and the instructor, thereby enhancing learning outcomes.

Another element to be considered is establishing clear expectations and guidelines; Clearly
communicating expectations and guidelines is essential in virtual classrooms to ensure that students
understand their responsibilities, deadlines, and behavioural norms. Educators should provide
students with a comprehensive syllabus, detailed assignment instructions, and a well-defined code
of conduct. Setting clear expectations helps maintain discipline and creates a structured learning
environment.

Furthermore, technical support is an important factor that cannot be glossed over; This is
because the technical issues can disrupt the learning process in virtual classrooms. Providing
technical support to students is vital to address any connectivity, software, or hardware-related
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problems they may encounter. Educators and institutions should offer assistance and resources for
troubleshooting common technical issues to minimize disruptions to the learning experience.

Moreover, there is need for building a sense of community: Establishing a sense of
community in the virtual classroom is crucial for promoting collaboration, communication, and
mutual support among students. Educators can foster this sense of community through icebreaker
activities, group projects, virtual office hours, and discussion boards. Building a supportive
learning community enhances student engagement and creates a more inclusive and participatory
virtual learning environment.

The issue of monitoring and assessment is also significant: Regular monitoring of students'
progress and timely assessment of their work are vital aspects of virtual classroom management.
Educators can utilize a variety of assessment methods, including quizzes, projects, assignments,
discussions, and examination, to evaluate student learning and provide feedback. Monitoring
students' participation and progress allows educators to identify struggling students and provide
additional support when needed.

Participants that are involved in virtual classroom must possess digital literacy and online
etiquette: Developing students' digital literacy skills is essential for effective virtual classroom
management. Educators should ensure that students are proficient in using the necessary
technology tools and platforms for online learning. Additionally, promoting online etiquette, such
as proper etiquette, respectful communication, and responsible digital behaviour, helps to maintain
a positive and professional learning environment.

Inclusive practices should also be incorporated: Virtual classroom management should
prioritize inclusivity and address the diverse needs of students. Educators should consider
accessibility requirements, accommodate different learning styles, and provide alternative means
of engagement for students who may face challenges in the online environment. Implementing
inclusive practices ensures that all students can fully participate and benefit from virtual learning
experiences. By effectively implementing these management strategies, educators can create
engaging and productive virtual learning environments that support student learning, collaboration,
and academic success. Additionally, virtual classroom management plays a significant role in
promoting sustainable development in education by providing equitable access to quality
education, reducing the carbon footprint associated with physical infrastructure, and fostering
inclusivity and social equity.

Sustainable Development

Sustainable development is a guiding philosophy that attempts to achieve human develop
objectives while allowing natural systems to support human needs for essential ecosystem services
and natural resources. Virtual classroom management will go a long way in enhancing the
realisation of the objectives of sustainable development. Development that satisfies current
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situation and conditions without compromising the capacity of future generations to satisfy their
own needs is referred to as sustainable development. Sustainable development according to United
Nations (UN) declaration of 2005 World summit described sustainable development as the
organizing principle for achieving human progress while maintaining the capacity of natural
systems to supply the natural resources and ecosystem services that are essential to the economy
and the society Ciegis, Ramanuskiene, & Martinkus (2009) argued that the economy, environment,
and society are all interconnected. Rabie (2016) identified the simultaneous pursuit of
environmental, qualitative, economic, human development, social equality, freedom, human
values, and cultural as varieties that constitute sustainable development Sustainable development
asks for engaging teaching methods that empower students to make decisions and change their
behaviour in the interest of sustainability.

Sustainable development recognizes the interdependence between economic, social, and
environmental dimensions and seeks to create a balanced and resilient society. The concept of
sustainable development gained prominence with the publication of the Brundtland Report in 1987,
which defined sustainable development as "development that meets the needs of the present
without compromising the ability of future generations to meet their needs.” It recognizes that
economic development must be pursued in a way that protects and enhances social well-being and
ensures environmental sustainability.

The environment, social equity and the economy are the three primary pillars of
sustainability, there are three pillars are often known as “people, planet, purpose and profits”:

Environmental Sustainability focuses on preserving natural resources, minimizing
pollution, and mitigating climate change. It involves practices such as sustainable land use,
conservation of biodiversity, promotion of renewable energy, efficient resource management, and
waste reduction. Also, social equity: Social equity emphasizes fair distribution of resources,
opportunities, and benefits within society. It aims to address social inequalities, promote
inclusivity, and ensure access to basic necessities such as education, healthcare, and livelihood
opportunities for all individuals, regardless of their socio-economic background, gender, or other
characteristics.

The importance of economic development cannot be over-emphasised while discussing
sustainable development: Economic development seeks to promote long-term prosperity while
considering the social and environmental impacts of economic activities. It involves fostering
innovation, supporting responsible business practices, promoting sustainable consumption and
production patterns, and creating economic opportunities that benefit society as a whole.

Sustainable development recognizes the interconnectedness of these dimensions and
promotes a holistic and integrated approach to decision-making. It requires balancing short-term
economic gains with long-term environmental and social considerations. Policies and strategies
that support sustainable development often involve collaboration between governments,
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businesses, civil society, and individuals to ensure collective action towards common goals.
Education plays a vital role in advancing sustainable development by raising awareness, fostering
critical thinking, and promoting sustainable practices (Baena-Morales, Merma-Molina, Ferriz-
Valero 2023). It equips individuals with the knowledge, skills, and values necessary to contribute
to sustainable development in their personal and professional lives. Education for sustainable
development promotes environmental stewardship, social responsibility, and ethical behaviour
Bascope. Perasso & Reiss, (2019).

In the context of education, sustainable development implies the integration of sustainable
practices and principles into educational policies, curriculum, teaching methodologies, and
learning environments. It involves incorporating sustainability themes, such as climate change,
biodiversity, and social justice, into educational programs across various disciplines. Education for
sustainable development aims to empower individuals to become active participants in creating a
more sustainable and just world.

The achievement of sustainable development requires collaboration, innovation, and
transformative actions at local, national, and global levels. Governments, businesses, institutions,
and individuals must work together to address the challenges posed by unsustainable practices and
promote sustainable solutions that balance economic growth, social equity, and environmental
protection. By embracing sustainable development principles, societies can strive towards a future
that meets the needs of the present generation while safeguarding the well-being of future
generations.

Sustainable development in education aims to ensure that educational practices are
economically viable, socially equitable, and environmentally responsible. By leveraging virtual
classrooms, educational institutions can contribute to sustainability goals by reducing the carbon
footprint associated with physical infrastructure and transportation, thus minimizing the impact on
the environment. Moreover, virtual classrooms open up opportunities for students from diverse
backgrounds, including those in remote and underserved areas, to access quality education,
promoting social equity and inclusivity.

Numerous studies have explored the benefits and challenges of virtual classrooms and
emphasized the importance of effective management practices in realizing their potential for
sustainable development. According to researchers such as Akpan, Etim, & Ogechi (2016),
wellstructured virtual classroom management positively influences students' engagement and
academic performance, leading to higher satisfaction and retention rates. Additionally, research by
Cannon (2019) emphasizes the significance of collaborative activities in virtual classrooms for
enhancing students’ critical thinking skills and fostering a sense of community among learners.

Despite these promising insights, there remain notable gaps in the existing literature. For
instance, while some studies have explored the technical aspects of virtual classroom management,
others have focused on pedagogical approaches. However, comprehensive research that examines
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both technological and pedagogical dimensions in conjunction is scarce. Moreover, the impact of
virtual classroom management on sustainable development outcomes remains a relatively
unexplored area of research. Therefore, this study seeks to address these gaps by conducting a
thorough investigation into the realm of virtual classroom management and its implications for
sustainable development in education. By analysing the synergistic relationship between effective
management practices and sustainable educational outcomes, this research aims to provide valuable
insights for educators, policymakers, and stakeholders to optimize virtual learning environments
for long-term sustainability and inclusivity.

Statement of the Problem

The incursion of COVID-19 into the world and advancement in technology has led to the upsurge
in the use of virtual classroom in management secondary schools in Lagos state just like in other
educational institution all over the globe. Despite this laudable development, many teachers and
students are not maximising the opportunity to teach and learn judiciously. Many teachers do not
know how to manage the class effectively. Most students seem to have challenges in order to access
the new virtual classroom. Therefore, this research endeavour to bridge the gap by investigating
how virtual classroom management can enhance sustainable development.

Aim and Objectives

The aim is to investigate virtual classroom management and its implications for sustainable

development. The objectives are to:

i. identify the most virtual classroom platforms for teaching secondary school students in Lagos
State ii. identify the challenges encountered by using virtual classroom management in

teaching secondary schools' students in Lagos State

iii. identify the rules guiding the virtual classroom platforms in secondary schools in Lagos State

iv. analyse ways in which virtual learning sustain education especially in secondary schools in

Lagos State

Research Questions

The following research questions guided the study.

1. What are the virtual learning platforms used for teaching and learning in Lagos State during
COVID-19 and what is the mostly commonly used virtual platforms.

2. What are the challenges faced by the teachers in secondary schools using virtual learning
platforms in Lagos State.

3. What are the rules guiding the virtual learning platforms in secondary schools in Lagos State?

4. How can virtual learning sustain education in secondary school?
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Methodology

Research Design

In this research, empirical qualitative methodology was used to collect the data from respondents
to determine teachers experiences on virtual classroom management and sustainable development.
60 administrators were interviewed in a semi- structured fashion to gather data. The respondents
were chosen randomly from the six districts that makes up the twenty local government in Lagos
state; Agege, Ikorodu, Lagos Island, Lagos Mainland, Ajeromi- Ifelodun and Oshodi — Isolo. The
interview was recorded and transcribed using data saturation The interview questions consist of
four semi- structured questions

Results and Discussion of Findings

Virtual Learning Platforms

The following learning platforms were mentioned by the respondents as being utilized for learning;
goggle meet (5), zoom (3), Learning Management System (3), Telegram, and WhatsApp (41),
Radio (10), Television (8). Questions about why teachers used some specific platforms from the
ones listed. The responses differ; while private schools used goggle meet, zoom, LSM and
WhatsApp, public schools used Radio, Television, and WhatsApp however, WhatsApp was the
most preferred because of its effectiveness and easy to use which allows sharing of audio lesson
and recording of lessons.

Q1: What are the virtual learning platforms used and the most commonly platform used for
teaching and learning during COVID-19?

Respondent: 1 There are now more opportunities for teaching and learning. Thanks to virtual
learning platforms. Students were enthusiastic as a result of having access to the platforms since
it made learning more participatory and exciting. Despite this, there were variety of outlets used
in my school including zoom, goggle meet, Radio, Television and Telegram. WhatsApp was
primarily used. Respondent: 2 The lock down was not really what we anticipated. My school
initially used Radio and Television introduced by the Lagos state government to continue their
studies, having realized that there was no way they could keep an eye on the students as regards
the level of student's involvement in listening to Radio and Television program, we switched to
WhatsApp which was commonly used by teachers and students.
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Challenges faced by Teachers

The interviewees agreed that teachers faced a variety of difficulties including; inadequate
preparation and lack of technology know- how on the part of the teachers; resistance to change;
discipline difficult to instil in students; poor electricity; poor internet connections; difficulty in
managing time; students not being punctual at classes; lack of a conducive environment to learning,
lack of student's access to technology, and students' misbehaviour.

Q2: What are the challenges faced by the teacher in using virtual learning platforms?

Respondent: 1 The challenges faced by teachers were numerous among which were; students lack
of access to Android phone, no data, poor power supply; distractions or unexpected noise at the
background from the family, friends and pets that diverted students' attention and participation
during virtual teaching; parents were thus contacted to provide a conducive environment that
would allow their wards to be focused when classes were in progress.

Respondent: 2 Before the outbreak, many teachers exclusively used WhatsApp to communicate with
their friends and family only, using WhatsApp to educate students presented a significant difficulty
for teachers, many students lacked the tools to use in order to participate in the virtual learning
teaching this made it impossible for them to receive education, students not attending classes on
time and inability of teachers to discipline and to keep track of student's participation in learning.

Virtual Classroom Management

Teachers were unable to fully police the rules governing the virtual learning platforms, according
to the responses from the respondents, it is a novel phenomenon and a challenging duty for teachers
to monitor students' behaviour, uphold order and control, and keep students' attention throughout
virtual learning platforms. WhatsApp was the medium that students in Lagos State mostly utilized
for instructions and communication, however, this excludes students who do not have smartphones
or who could not afford buying data to miss classes. At times when teachers were available on line,
few students showed up, in some situations, classes were rescheduled to accommodate this, making
it impossible to enforce discipline.

Q3 What are the rules guiding the virtual classroom platform?
Respondent: 1 Our school established guidelines for students to follow while participating in
virtual learning; these include adhering to the scheduled timetable, being punctual and marking
attendance as soon as they join the platform, refraining from sending messages that are not related
to the goal of forming the group, and turning off their cell phones when not in use.

When compared to physical classes, the majority of the regulations, however, were not
followed because; the used of WhatsApp platform for learning was new in the educational system
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in Nigeria, the platform does not entail one-on-one interactions, thus making it difficult for teachers
to manage their classes

Respondent: 2 The school established rules that students must follow when using virtual
instructions. These include being on time, staying on the platform until the session was finished,
turning down their speakers, submitting assignments on time, avoiding distractions and refraining
from using foul language.

Teachers must be patient and cautious when dealing with such unethical activities, and the
rules governing the platform should always be forwarded before the start of the class to serve as a
reminder to students. Controlling unethical behaviour among students online is a serious issue for
teachers to maintain effective virtual classroom management.

Virtual Learning and Sustainable Education

Globalisation impacted how education plays a part in development for internal competition among
nations for information- based goods and services, knowledge and skills have become more crucial
for economic progress. Lifelong learning incorporates learning objectives, content pedagogy,
learning environments and enhancements to the cognitive, socio-emotional and behavioural
components of learning.

Q4: How can virtual learning sustain education in secondary school?

Respondent: 1 Virtual learning raised our students’ knowledge of the -use of technology and
exposes them to the world of teaching and learning which is crucial for the long-term improvement
in education. As you are aware, the use of virtual learning has reduced the need for community
and transportation. Thus, a student can access learning from home.

Virtual learning is used to prepare future generation through their exposure to technology, it thus
supports educational progress by producing leaders who can work to address problems in local and
global communities.

Respondent :2: Students in my school had access to laptops and Android phones, enabling them to
receive an education regardless of where they were born and their gender. In addition to this, they
connect with students, help them to form a network, and as they advance with everyday applications
Making critical decision and evaluating the reliability of the information they are exposed to while
navigating information and allow students to maintain their abilities current in a constantly
changing world, preparing them for modern workplace
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Research Question 1: What are the virtual learning platforms used for teaching and learning during
COVID-19 in secondary schools in Lagos State and what is the mostly commonly used virtual
platform?

Based on the responses from the school principals, the virtual learning platforms used for teaching
and learning during COVID-19 included a variety of options, such as Zoom, Google Meet, Radio,
Television, Telegram and WhatsApp. WhatsApp was the most commonly used platform for
teaching and learning.

Discussion of Findings

Research Question One: The responses highlight the diverse range of virtual learning platforms
adopted during the COVID-19 pandemic in Lagos State. Its evident that schools explored different
options to facilitate remote education and maintain continuity in learning. The platforms
mentioned, such as Zoom, Google Meet, Radio, Television, Telegram, and WhatsApp, have their
unique features and advantages for virtual teaching and learning. WhatsApp emerged as the most
commonly used platforms in schools. This aligns with the general trend observed during the
pandemic, where WhatsApp gained popularity for educational purposes due to its widespread use,
ease of accessibility, and familiarity among students and teachers. This finding aligns with that of
Selvaraj, Vishru, Benson, KA, and Mathew (2021) where WhatsApp was the most preferred
platform (68%) as they are easy to handle and do not require any technical skills for operating,
especially by school students. Similarly, another study conducted by Ratminingsih, Adi Ana,
Fatmawan, Artini, and Padmadewi (2022) revealed that students had a highly positive opinion of
using WhatsApp. They resoundingly concurred that it facilitated better oral and written
communication skills and was convenient to utilize during the COVID-19 pandemic. Through
discussion exercises that were undertaken both before and during learning process, students also
acknowledged that it improved their critical thinking. As a result, it improved their comprehension
of the instructional content resources., internet accessibility, and the level of digital literacy among
students and teachers. Additionally, Lagos State government-initiated Radio and Television
programs to support remote education. The use of Radio and Television programs reflects an
approach taken in some regions to reach to students who may not have access to the internet or
suitable devices. Theses initiatives were implemented indifferent countries to ensure educational
continuity during the pandemic.

Research Question 2: What are the challenges faced by teachers in using virtual classroom
platforms in secondary schools in Lagos State?
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Findings

During the shift to online learning, teachers faced a variety of challenges that hindered the
efficiency of these platforms. One significant problem was the lack of training and technological
ignorance of certain teachers, which made it challenging for them to effortlessly incorporate
technology into their teaching methods. Additionally, their capacity to adjust to the new virtual
platforms was hampered by a lack of familiarity with technology-based education and an aversion
to change. Another big challenge was how to maintain discipline in the virtual environment.
Students' attention and active engagement during virtual classes were impaired because they
frequently encountered background distractions from family, friends, or pets which led to a less
concentrated learning environment. This lack of suitable environment negatively affected their
learning experience and overall academic performance. Infrastructure problems also made the
situation worse. Both teaches and students were impacted by the insufficient electrical supply and
the unstable internet connectivity. Time management also became a top priority

Discussion of Findings

The results show that teaches faced a variety of difficulties when they made the switch to virtual
learning, including those related to teacher readiness and digital literacy, infrastructure and
technology accessibility, student engagement and behaviour management, and time management.
These difficulties include both instructional issues and technical difficulties. The results of this
study are consistent with those of Mardiani and Azhar (2021), who found that the teacher faced
numerous difficulties in the virtual classroom teaching, including the students lack of readiness to
enroll, an internet connection issue, a time constraint that forced the teacher to start teaching the
essentials right away, students turn-off of the camera and sound, students inattentive to learning, a
lack of interaction and ineffective management. From the viewpoints of the teacher and the students
Biwas and Nandi (2020) recognized internal as subjective and external as objective challenges.
Anwar, Khan and Sultan (2020) identify teachers' unpreparedness to accept the change towards
digitalization due to their lack of necessary resources and abilities.

Research Question 3: What are the rules guiding the virtual learning platforms in secondary schools
in Lagos State?

Findings
Based on the responses from the school principals, the rules guiding the virtual learning platforms were
as follows

Respondents: The school established rules for students to abide by during virtual learning,

including sticking to the set timetable, showing up on time, marking attendance promptly after
logging on to the platform, refraining from sending irrelevant messages in the virtual group, and
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turning off cell phones when not in use. The result shows that many of the recommendations were
not strictly followed, nevertheless, perhaps as a result of WhatsApp's novelty as a teaching tool in
Nigeria. It was claimed that the platform lacked one-on-one contact made it difficult for teachers
to successfully monitor their classrooms. In addition, students were to remaining on the platform
until the session was finished, mute speakers to reduce distractions, turning in assignments on time

Discussion of Findings

The results highlight the efforts made by schools to set standards and regulations for online learning
environments. These guidelines seek to preserve harmony, order, and productive learning
environments Enforcing these standards, however was difficult due to the unique nature of virtual
learning and in particular platform employed (WhatsApp)The guidelines in this study are
consistent with Abubaker's findings from 2023, who offered various suggestions for techniques
teachers might utilize to deal with the challenges of managing classrooms .Al-Hawamleh,
Alazemi,.Dina, Al-Jamal, Al Shdaifat and Gashti (2022)identified three learning guides for online
teaching; teachers are to analyze the task requirements, create productive goals and select
appropriate activities that concentrate on the integration of conceptualization of new topics in
accordance with learning guides. This will make students to feel less anxious and reserved

Research Question 4: How can virtual learning sustain education in secondary schools?
Findings

Based on the responses from the school principals, they identified so many ways in which virtual
learning can sustain education in secondary schools.

Discussions of Findings

The results show how virtual learning can support secondary school education by encouraging
technology integration, which is a cutting -edge approach to teaching and learning that improves
students' technological literacy and usage. A culture of lifelong learning is promoted by improved
access to education, which lowers barriers to education, enables students to access learning
regardless of their location gender, and skill development among students that encourages them to
navigate and critically evaluate information. The conclusion of this study is consistent with those
Klanja-Milicevic and Ivanovics research on sustainable education and e-learning (2021). Similarly,
SERIN (2020) found that most teachers find virtual reality to be intriguing and that it motivates
students to engage in learning

Conclusion

By offering a productive learning environment for the development of the competence required to
engage effectively, virtual learning has the potential to support sustainable development. The study
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also addressed the difficulties teachers encounter while using virtual learning. The results from the
interviewees revealed that teachers had difficulties when utilizing virtual learning platforms such
as; environment not favourable to learning, students exhibiting bad behaviours, and students' non-
attentiveness. To effectively manage the class, teachers must maintain outstanding classroom
management. Some of these difficulties can be overcome by teachers, if they arrive on time for
classes even before the students arrive, discipline disruptive students, make learning enjoyable,
manage the lesson, make changes as needed, assign homework and provide links for students to
conduct further research. The research's findings also indicate that there were a number of issues
with virtual learning platforms for which administrators and teachers must have expertise in virtual
classroom management in order to prepare for upcoming incident in the nearest future.
Furthermore, the paper highlighted the most often used platforms for influencing knowledge during
COVID-19 in Lagos State secondary schools. In conclusion, this article highlights the importance
of virtual learning for promoting sustainable development which will be more significant for
students, government, and stakeholders.

Recommendation

The recommendations below can be offered in line with the findings of this research.

1. Government should raise its spending on education while putting a strong emphasis on
technology. Solar electricity will be provided to schools so that students can use virtual learning
platform.

2. Parents should provide their wards with the gadgets needed for use during virtual learning
teaching

3. Training teachers to keep them current on technological developments so that they can  think
creatively, and use methods to transfer knowledge to students to support sustainable
development

4. Establishing partnerships between the government and business stakeholders will allow.it to
acquire finances for students to have equal access to education and achieve SDG 4;1(UNESCO,
15)

5. Technology must be used to advance peace and justice through education by allowing for
flexible learning, teachers professional development, students to have access to limitless
resources and teachers to receive immediate feedback.
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With the rapid growth of 10T, there are increasing security challenges such as hacking and data
theft. Protecting the security and privacy of 10T networks becomes more complex as the number
of interconnected devices rises. This paper investigates the potential of artificial intelligence (Al)
in enhancing the security of Internet of Things (IoT) systems. The objectives are to identify the
specific security challenges in 10T, examine Al-based solutions for 10T security, assess their
effectiveness, highlight limitations, and propose future research areas. The study categorizes
existing research based on Al techniques, including machine learning, deep learning, and natural
language processing. It examines different Al-based approaches and methodologies, discussing
their strengths, limitations, and real-world implementations. A literature review was conducted
using prominent databases to gather insights on 10T security challenges and Al applications, such
as anomaly detection and authentication. The review demonstrates that Al shows promise in
addressing security challenges in 10T, including device identification, denial-of-service attacks,
intrusion detection, and malware detection. However, further research is required to overcome
limitations and challenges such as scalability, interpretability, resource constraints, and
vulnerabilities to sophisticated attacks. Despite the challenges, Al-based 10T security solutions
offer significant benefits in improving the security and reliability of 10T systems. By addressing
the unique security challenges, Al can contribute to the creation of more secure and trustworthy
loT environments. The paper concludes by suggesting future research directions and strategies to
integrate Al into loT security frameworks, with the goal of building a secure and resilient 0T
ecosystem.

Keywords: Internet of Things (10T), Security, Artificial Intelligence (Al), Anomaly Detection,
Denial-of-Service.

1. INTRODUCTION

In today's interconnected world, networks and communications technologies form the backbone of
our modern society, powering everything from internet connectivity to mobile communications,
cloud computing, and more. Networks and communications play a crucial role in connecting

126



Lead City University Postgraduate Multidisciplinary Serial, (Series 2)

people, devices, and systems, enabling the exchange of information, and facilitating collaboration
on a global scale. A rapidly growing field, driven by the increasing demand for connectivity and
the growth of the Internet of Things (I0T). As the number of devices connected to the Internet
continues to grow, the need for secure, reliable, and efficient networks will become even more
important.

The International Telecommunication Union formally proposed the concept of "Internet of
Things" at the World Summit on the Information Society (WSIS) in 2005 (ITU Internet Reports,
2005). The term "Internet of Things" (l10T) describes a distributed network that connects various
sensor devices and systems, including sensor networks, radio frequency identification (RFID)
devices, barcode and quick response (QR) code devices, global positioning systems (GPS), etc.
with the Internet using wired and wireless communication technologies, allowing embedded
systems to interact and communicate (Hai-ming, 2010). The plethora of 10T services and
applications span various industries, including manufacturing, energy management (using smart
grids), urban living (using smart cities), and personal healthcare. 10T has steadily developed into a
set of solutions for specific applications due to technological advancements and the growth of
application domains.

The Internet of Things (IoT), which connects the physical world to the Internet and enables
intelligent interaction, is focused on integrating and innovating solutions. The following three
technology paths have always been followed in 10T development:

The invention of sensing, identification, and authentication technologies that serve as IoT's
foundations.
The invention of transmission and communication technologies, which are essential to the
Internet of Things because they will make it easier, more dependable, and safer to send and
aggregate the vast amounts of data that 10T devices will collect to the processing unit or the
central node.

The invention of data processing and computing technologies, which are crucial for offering
loT data-based applications and services, as well as being the key to enhancing processing
effectiveness and intelligence.

IoT typically has an entity-based architecture that can divide 10T from bottom to top into three
layers, namely the terminal perception layer, network transport layer, and application service layer.
This is in accordance with the complete information creation, transmission, and processing cycle,
which takes into account the traditional architecture (Zhong et al., 2015) and the ISO/IEC
30141:2018 "loT Reference Architecture™ (Bauer et al., 2013, pp 163-221). In Figure 1 below, the
precise architecture is displayed. This design unifies diverse IoT participants and demonstrates
their interactive relationship with one another.
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Figure 1. 10T Reference Architecture (Bauer et al., 2013). The three-tier architecture of loT.

The terminal perception layer includes physical entities that represent real things, 10T device
entities (sensor devices, RFID-enabled identification devices, and GPS-enabled positioning and
tracking devices), and access platforms connecting local and wide area networks of 10T devices.

To implement the communication and connection functions, the network transport layer
transports data from the terminal perception layer to the application service layer. For data
encoding, authentication, and transmission, the network transport layer uses cellular networks
(eMTC, NBIoT, etc.) as well as non-cellular networks (Wi-Fi, Bluetooth, ZigBee etc.).

The application service layer processes the data sent from the network transport layer and
integrates it with different industries to support vertical loT applications. It offers rich and
specialized services for various users in various fields, such as smart grids, smart homes, and smart
cities. The application service layer also consists of application & service subsystems that offer
data storage, analysis, and service capabilities as well as operation maintenance & management
subsystems that offer management and operation support capabilities.

2. Security Threats in lot Layers

I0T has developed thanks to its widespread acceptance and extensive deployment, but these factors
have also brought about new security risks. Its security maintenance is a difficult and demanding
task. 10T security issues are becoming more and more problematic for the following reasons:
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A. Terminal Perception Layer Security Threats

The terminal system's main components are sensors. Their primary job is to gather data while
continuously monitoring objects. These tiny physical devices are widespread throughout several
related engineering disciplines and are quite many. Since the majority of them are resource-
constrained, attackers could potentially target them. The following security risks that exist for them
are:

The first issue with the terminal perception layer is the device's unanticipated physical
attack (Deogirikar & Vidhate, 2017). Despite being valuable assets, 10T devices are
frequently unsupervised. The connection between the devices and the central server is
destroyed by criminals via theft, bodily harm, and other means. For instance, Chinese sharing
economy businesses (such as those that rent out bicycles and portable chargers) experienced
significant losses or even declared bankruptcy in 2018. The loss of assets caused by the violent
removal of smart locks and location devices on bicycles and chargers accounts for a substantial
portion of the cause.

During the information transmission of 10T nodes, there is a risk of attack. Nodes in the
terminal perception layer can be categorized into three groups: information aggregation nodes,
isolated nodes, and collection endpoints. The information aggregation node is a server that is
in charge of receiving, processing, and forwarding information; the isolation node is embedded
equipment that is in charge of information encryption and decryption, as well as internal and
external network isolation. The collection endpoint primarily corresponds to sensors, which are
responsible for sensing and gathering information. Due to the transmission distance, there are
risks associated with information connectivity between nodes, including interception,
eavesdropping, forgery, and node tampering.

10T device secure communication requires identification and authentication technologies,
which are necessary pre-requisites (Chuankan et al., 2017). loT device security can be
effectively increased by the uniqueness and certainty of identity, however, there are some ways
for hackers to circumvent this process and carry out intrusion. For instance, iLnkP2P, a piece
of software, was exposed in April 2019 without any authentication or encryption safeguards.
With certain serial numbers, attackers can directly connect to 10T devices, get around the
firewall, and send malicious messages in place of any legitimate ones the device might send.

B. Network Layer Security Threats

To create a vast network, 10T combines communication networks and sensor networks (Yick et al.,
2008). The likelihood of attacks likewise rises sharply with the expansion of the network scale,
much like the dangers posed to the terminal sensory layer. They face the following security risks:
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The network’s availability, integrity, and confidentiality are targeted by attackers on the
network transport layer (Coss, 2014). Some network targets are poorly protected, which
makes it simpler for intruders to enter. A lack of protection and verification procedures allows
an attacker to tamper with the platform's software and hardware, which increases the chance of
stored data leakage. To prevent assaults and safeguard network security in the early stages, fast
intrusion detection is essential.

Attacks like Denial of Service (DoS) and Distributed Denial of Service (DDoS) will affect
the network transport layer. Attackers initiate DoS and DDoS attacks by providing traffic
that is larger than the target's processing capacity to exhaust the target's network and computing
resources, producing network blockage and a denial of service. DoS and DDoS attacks on a
large scale will have severe effects on the entire network. Over 100,000 IoT devices were
infected as a result of a large-scale DDoS attack carried out by Mirai, the botnet that first
surfaced in 2016 (Kolias et al., 2017).

IoT's use of communication technologies has limitations. 10T utilizes a variety of
communication technologies (Al-Sarawi et al., 2017), including short and long-distance
networks (ZigBee (Gislason, 2008), Wi-Fi, etc.), as well as the Internet. These technologies'
security flaws have been carried over into IoT. For instance, the Internet offers a variety of
services to various users, including loT users, but at the same time, the TCP/IP-based
communication infrastructure faces challenges like high complexity, poor scalability, and
insufficient resource utilization (Al-Garadi et al., 2020). These threats include intrusion, replay
attacks, and identity theft.

C. Application Service Layer Security Threats

In accordance with user needs, the application service layer processes the data transmitted from the
network transport layer and offers services for various application situations. Through web
applications or mobile apps, users can directly take advantage of the services offered by IoT
systems and enjoy the convenience they bring. However, application-level attackers will cause
issues with software, data, and system security respectively.

Software Security: Software attackers frequently utilize malicious programs. For instance, the
Bank of Russia discovered in 2017 that the ATM malware Bespalova, which automatically paid
after entering a specific code, was present. The system will be open to attacks from malicious
scripts or error messages if there aren't enough code checks and testing. According to Bisht and
Venkatakrishnan (2008), attackers might employ XSS (Cross-Site Scripting) Attack to insert
harmful code into a different reliable website, for instance. Successful XSS attacks have the
potential to take over IoT accounts and render the IoT system inoperable. Additionally, the
prevalence of Android malware has significantly grown recently (Faruki et al., 2015). Android
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mobile operating system openness has assisted in malware propagation on mobile devices.
Malware can infiltrate mobile devices and steal confidential data.

Data Security: SQL injection, privilege promotion, and backup theft are common database threats
(Dorai & Kannan, 2011). The application service layer has a security requirement that data
privacy be protected. Numerous IoT data points, like GPS-derived position data, may contain
personally identifiable information. Attackers may utilize such data to examine sensitive personal
information about users, including their address, income, way of life, behaviour, and state of health
(Jing et al., 2014)

System Security: The application service layer is made up of fundamental environments, parts,
and virtualized cloud infrastructure. Attackers will utilize fundamental settings and elements, such
as operating systems, databases, and middleware, to conduct man-in-the-middle and brute-force
attacks, leading to unauthorized access, remote control, and data leaking. To lower equipment
deployment costs and increase computing performance or business throughput, the majority of 10T
systems create virtualized cloud platforms. However, the use of virtualization technology also
entails security risks, which can result in issues like virtual machine escape, virtual network attacks,
and vulnerabilities in virtualized software.

3. Application of Ai to lot Security: A Feasibility Analysis

A. 10T Security: Common Characteristics and Special Requirements

The examination of different 10T security issues has revealed several common traits, which make
loT security more complicated and result in unique security protection requirements that are
distinct from those of other areas. The common characteristics are as follows;

In a normal 10T context, the distribution of data stays relatively stable, making the
identification of abnormal behaviours and data outliers the main loT security
requirement.The majority of 10T devices can only perform basic activities like data gathering
and data transmission due to a lack of resources. Both the acquired data and the vast majority
of popular gadgets will continue to operate in their regular modes. In the case of consumer loT
devices, for instance, the network traffic typically follows regular patterns. In order to make
their network operations more predictable and organized, these devices frequently deliver
steady signals to a small number of endpoints (Doshi et al., 2018). The network traffic
generated by DoS/DDoS assaults, on the other hand, will be very different from that produced
by 10T devices. As a result, effective defences against many security assaults include real-time
monitoring, abnormal data detection, prompt capture, and early notification of abnormal
business data flow. The fundamental necessity for 10T security is to find solutions that can
effectively differentiate between normal and abnormal modes.
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Lack of prior knowledge results from the unpredictable and variable nature of attack
modes, which raises the bar for the robustness and generalizability of security protection
models. When it comes to personal privacy, there has historically been a risk to information
security. 10T attack scenarios, however, also exhibit a trend of diversification as the 10T sector
grows in size. Attacks on communication interfaces, cloud platforms, and hardware and
software vulnerabilities are constantly developing. Defenders can't quickly implement the right
countermeasures because they lack prior knowledge about new attack tactics (Madaan et al.,
2018). Users now pose a far greater security risk because they can only comprehend the attack
after experiencing loss. Security models must be able to maintain their efficacy in a variety of
unanticipated circumstances if there is insufficient prior knowledge, which calls for greater
resilience, generalization capability, and data control capability.

Low-power devices' and microservice terminals’ security mechanisms are incapable of
automatically protecting, learning, and upgrading themselves. Complex security
techniques cannot be used due to the large-scale interconnection of loT devices, which
necessitates low-power and low-cost solutions. As a result, it is challenging for current loT
security protection approaches to update out-of-date security techniques. The majority of them
lack the capacity for self-renewal and evolution, which puts them far from what is known as
"active immunity" or "auto-immunity” (Riahi et al., 2013). These techniques rely on humans
to maintain and update the database, define new attack modes, and establish interception rules
because they lack initiative. When there is a lot of manual involvement, security protection lags
somewhat and cannot quickly learn and upgrade the security scheme.

The integrity of 10T requires security schemes to be capable of effectively handling
massive data and can be deployed in a large-scale and unified manner. The Internet of
Things (10T) is a multi-layer system that spans terminals, networks, and service platforms.
Security concerns are defended holistically, and data are more sophisticated and extensive. The
loT's unity and integrity present an urgent need for security solutions that can process massive
amounts of data, and it's important to make sure that these solutions can be uniformly deployed
in a large-scale manner, remain effective in challenging circumstances, and evolve in response
to new situations at any time.

B. Al's New Capabilities for 10T Security

New security technologies are desperately needed because of the uniqueness of 10T security and
the shortcomings of conventional approaches. Artificial intelligence has several potential
applications as a new field of technology (Mahdavinejad et al., 2018). Artificial intelligence (Al)
researchers are primarily interested in machine learning (ML). Its theory and techniques have been
extensively employed to resolve challenging issues in numerous engineering applications. There
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are two types of ML algorithms used for 10T security: transaction algorithms and decision
algorithms.
(See Figure. 2).

Data preprocessing and data exploration are mostly handled by transaction algorithms.
Decision algorithms are built on the foundation of transaction algorithms, which use a small
number of samples and straightforward models to determine the basic properties of the dataset. The
majority of business decisions are made by decision algorithms, which use a variety of decision-
making techniques to lower the likelihood of error and maximize overall profit. Three categories
of decision algorithms which are single decision-making, sequential decision-making, and
integrated decisionmaking can be distinguished based on approaches and situations.
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Figure 2: Machine learning for loT security. (Wu et al., 2020)

The ability of pattern recognition and abnormal behaviour discrimination: We know that the
business modes of 10T devices are fixed, and their typical actions are predictable and structured
thanks to the analysis of the majority of 10T security events. ML techniques like supervised learning
and unsupervised learning can offer strong abilities to record abnormal actions and detect abnormal
patterns, allowing for the classification of normal behaviours and abnormal attacks. Therefore, both
supervised learning and unsupervised learning have a wide range of applications in 10T security.
For instance, one particular idea is to utilize Support Vector Machine (SVM) (Liang, 2015), a
supervised learning technique, to determine whether an access device is approved. To classify
different devices and stop unauthorized devices from being used, SVM can utilize a hyperplane to
partition points in the feature space of device data into two categories: blue nodes are authorized
devices, and yellow nodes are unauthorized devices (as illustrated in Figure. 3).
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Figure 3. An example of 10T devices classification based on SVM (Liang, 2015)

=The ability to autonomously protect, learn, and update: One of the key factors limiting the
practical applicability of classic schemes is a lack of learning and upgrading capabilities in
uncharted situations. Traditional security measures are ill-equipped to deal with new viruses or
attacks and are unable to offer prompt and efficient ways of defence. One significant flaw in
intrusion detection systems based on abuse detection is their inability to detect unknown network
incursions like zeroday attacks (Bilge & Dumitra, 2012).

For three areas of 10T security, Al offers automation and intelligence capabilities. First,
unsupervised learning can automatically learn from data without recognized tags. Unsupervised
learning extends from depending on label data to employing unlabeled data, which can significantly
reduce the consumption of manually labelled data and maintain its effectiveness in the scenario
without empirical data. One common lack of prior knowledge is the failure to get sample labels.
By identifying similarities between input data, unsupervised clustering techniques like K-Means
can (Jain, 2010), for instance, partition the input data into distinct clusters without assigning labels.
Second, ensemble learning can use the results of various classifiers to vote and change the model's
learning focus, so gradually and automatically enhancing the model effect and avoiding repeated
manual tasks. The deviation brought on by a single scene can be effectively reduced and the
applicability to new scenarios is increased by the combination of models from several scenarios.
Additionally, reinforcement learning can enhance advantages by gradually optimizing the model
through the use of a reward/punishment mechanism and adjusting learning tactics in a dynamic
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environment. To ensure that 10T security models adapt to changes in new environments, maintain
validity, and strengthen the active exploration ability of the model, RL can learn new strategies
while continuously inputting new data. This lays the groundwork for the realization of active
immunity to 10T security.

0 0.5 1 1.5 2

Figure 4. An example of 10T node clustering based on K-Means (Jain, 2010).

The ability to effectively process massive amounts of complex data: Traditional 10T security
protocols often function with a small amount of data. The shortcomings of these schemes in terms
of big data processing capability and computing efficiency are highlighted by the increasing data
generation. For instance, the main responsibility of software security in the application service
layer is detecting malware. Traditional malware detection techniques extract malicious behavior
codes from malware and store them as signatures. These techniques determine whether a new piece
of software is malware by calculating how similar it is to the signature database. The computational
complexity will increase quickly as the volume and dimensions of the data rise, which will
substantially impair the model's efficiency and prevent it from making timely and accurate
detections.

The advantage of Al methods over traditional methods is that they can not only analyze

smallscale data but also use data sets with more samples and greater dimensions for efficient
calculation.
One of the most well-known data sets in the area of image processing, for instance, is ImageNet
(Deng et al., 2009). Its total data amount has surpassed 10 million, and several of its sub-datasets
have over one million data. On some ImageNet subsets, numerous deep-learning models have
nonetheless produced excellent results.
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- The ability to maintain great model accuracy: 0T security urgently requires Al technology
due to the low model accuracy of conventional models. The effectiveness of security models will
be weakened if they are unable to predict a potential attack in time. Additionally, certain
conventional models may harm the 10T's operating mechanism to enhance the model effect due to
technical restrictions. For instance, the SYN Flood assault (Bogdanoski et al., 2013), a frequent
DDosS attack, overloads the target server's connection queue by flooding it with a huge number of
attack messages with faked source addresses. A defence mechanism is called Random Drop (RD).
The queue pressure and server load can be reduced by RD by randomly deleting SYN requests
from the TCP backlog queue. However, the success rate of many reliable clients with a regular
connection or a sluggish connection will be significantly decreased, and some clients may even be
unable to reply to SYN-ACK messages from the server, destroying TCP's operation mechanism
altogether (Fujinoki, 2005). Large data sets can be calculated efficiently using Al techniques, and
at the same time, these techniques can guarantee that models are effective and perform well across
a variety of evaluation metrics, including precision and recall. In numerous application settings,
supervised learning techniques and deep neural networks have produced excellent results.

- The ability to provide model robustness and generalizability: Problems are typically resolved
by traditional security measures in settings that are uncomplicated settings. It's possible that these
solutions won't deliver the desired outcomes when applied to more complicated situations, such as
enterprise 10T security. For instance, conventional password device authentication is only
appropriate for closed, limited systems since the password form's simplicity makes it simple to
impersonate and capture passwords (Shimizu et al., 1998). Al techniques place a high value on
robustness and generalization capabilities. Robustness calls for the model to be able to successfully
minimize the effects of noise and outliers and ensure that the model can continue to function well
in complicated settings (Bhagoji et al., 2018). The model's capacity to generalize shows its ability
to predict outcomes for unidentified data, which assures that the model will maintain its efficacy
when applied to situations other than the experimental setting (Neyshabur et al., 2017). Numerous
machine learning techniques have advantages in terms of robustness and generalization capacity.
For example, SVM determines the classification outcome using a small number of support vector
samples; adding or deleting non-support vector samples has no impact on the model, which results
in SVM having a good level of robustness. The random forest has good anti-noise ability and is
insensitive to outliers. Linear models with L1 and L2 regularization have excellent generalization
capacity and can prevent over-fitting (Moore & DeNero, 2011). The applicability and scalability
of 10T security solutions can be considerably improved by using ML techniques with strong
robustness and generalization capabilities.
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4. 10T Security Threats
A. Four loT Security Threats

According to the investigation, device authentication, DoS/DDoS attacks, intrusion detection, and
malware detection are the four risks that need to be addressed immediately in I0T security. The
traditional approaches to these issues have numerous flaws, including low efficiency and subpar
realtime performance, and are unable to handle enormous data quantities. Most of them are not
transferrable to loT. Massive amounts of IoT data can be used by Al techniques included in
machine learning to derive information from the data and anticipate future events, offering fresh
approaches to these issues

i. Device Authentication

When information is exchanged, and data is transmitted between IoT nodes, there is a danger of
interception, forgery, tampering, and destruction. The security needs between nodes include
identity authentication, judgment, and blocking malicious nodes in order to avoid the transmission
of fraudulent information (Zhang et al., 2015a). The authentication procedure for IoT devices tends
to be limited by the I0T's characteristics, such as its resource limitations. To prevent the device
from consuming excessive amounts of resources, it is vital to guarantee that the calculation and
communication costs do not exceed the device's capabilities (Zhang et al., 2015b).

ii. DoS/DDoS Attack

Large-scale damaging attacks on the target system can be launched using denial-of-service (DoS)
attacks (Chang, 2002), distributed denial-of-service (DDoS) attacks (Zargar et al., 2013), or
vulnerabilities in servers and systems. Massive data packets that are larger than the intended
processing capacity will overwhelm the network's bandwidth resources, causing program buffer
overflow, hindering the normal requests of other recognized users, and finally triggering network
service paralysis or system failure. Between DDoS and DoS, there are some differences. DDoS
uses several distributed attackers in various positions to attack one or more targets simultaneously.
Alternatively, an attacker may manage several machines in various locations and use those
machines to attack the target.

iii. Intrusion Detection

The goal of intrusion detection is to keep track of system events by gathering and analyzing data
on key points and looking for actions that go against security rules to accomplish early intrusion
detection (Mukherjee et al., 1994). Intrusion detection, which offers real-time defence against
internal and external threats, is a crucial component of network security as an active security
protection solution. For the 10T network to quickly reestablish its network infrastructure, the
capability to identify breaches or intrusions and malicious activity is essential.
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iv. Malware Detection

IoT enables numerous smart devices to connect to one another in order to exchange information
and enhance user experience (Moser et al., 2007). More and more PC or mobile applications are
being developed to offer interactive services to users. One popular attack strategy is using the flaws
in these applications to insert and run malicious malware in 10T software. These malware injection
vulnerabilities might be connected to the application's authentication and authorization processes.
Malicious code injection may also be made possible through physical interference with IoT
devices, software alterations, and incorrect configuration of security settings. Bots, ransomware,
adware, etc., are examples of common malware.

B. Overall Process of Al Solutions for 10T Security

Device authentication, DoS/DDosS attack detection, intrusion detection, and malware detection all
fall under the category of classification tasks. For instance, Al-based solutions for device
authentication must properly distinguish between approved and unauthorized devices; similarly,
solutions for intrusion detection must distinguish between normal and abnormal network
behaviours.

Collection of Data: Most often, ML solutions need data sets from certain scenarios. You must
select the proper setting for data collection for each problem to create training and test data
sets. For instance, to account for user differences data sets for device authentication must
include details about device setups, user behaviour, and patterns of use.

Pre-exploration and Pre-processing of Data: The effectiveness of solutions is closely
associated with the quality of training data. 10T data sets are generated by different sensors in
different fields. The original data set does, however, include more or less issues, such as
inconsistent data distribution and missing data. To prepare for the following steps, it is therefore
important to mine the training data, master the data distribution, and then perform operations
like eliminating errors and completing the data that is incomplete.

Model Selection: For 10T security, there are numerous ML models to choose from, but each
model has a set of scenarios in which it can be used. As such, we should choose the right models
based on the traits of the models and the specifications of the problems. The selection of the
model will also depend on the size of the data set and the outcomes of any preliminary
investigation of the data. For instance, lightweight algorithms like Naive Bayes can produce
expected results when the data set comprises fewer simple samples and training must be
finished quickly.

Data Conversion: The data acquired in real applications is typically inconsistent with the input
data needed by models, therefore it must be translated to satisfy the requirements of the models
we choose. For instance, it is important to do data conversion because the audio data gathered
by voice sensors cannot be directly entered into RNN models. Extraction of the Mel-Frequency
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Cepstral Coefficients (MFCC) from the original audio data is one of the conversion techniques

(Hasan et al., 2004).
Training and Testing: Data must be entered into models for training after model selection and
data pre-processing are finished. To properly modify the learning rate or other parameters and
ensure that the model effect is gradually maximized, we can observe the loss function value or
result curve during the training process. Following the creation of training models, the
generalization capability of the training models is tested using test datasets taken from the real
world. Parameters must be changed again since training models may be under or overfitting
(Jabbar & Khan, 2015).

Evaluation and Deployment of Models: We can use a few effect indicators to compare various
models after training before choosing the final one for actual deployment and application.
Different evaluation metrics are used per issues like classification, regression, and ranking to
impartially assess the model's propensity for prediction and generalization. Accuracy, precision,
recall, F1 score (Rijsbergen, 1979), AUC (Area Under ROC Curve) (Bradley, 1997), and other
metrics are frequently employed as evaluation indicators for 10T security.

A. DoS/DDoS Attack Detection and Defense Using Al

DoS and DDoS security relies on the filtration and cleansing of unusual traffic. Traditional DDoS
and DoS defenses employ anti-DDoS technology, firewalls, or other security settings and are
improved for load-balancing. Through firewall, rule, and content filtering, these approaches
determine whether the external access traffic is normal. Due to the enormous number of devices
and scarce resources in the IoT sector, IoT devices are becoming increasingly difficult to defend
against DoS and DDoS attacks, necessitating effective and precise traffic filtering techniques.
Intelligent and automated DoS/DDoS detection systems can be provided via machine learning.

I.  Consumer loT

Smart appliances and devices that can be worn are examples of consumer IoT that are vulnerable
to DDoS attacks. Attacks are not similar to the 10T traffic of these devices. In order to detect attacks,
ML can capture traffic that significantly deviates from the network traffic characteristics of
particular behaviors of consumer 10T devices, such as DDoS activity. Doshi et. al (2018) use of a
variety of ML methods, including K-nearest neighbors, decision trees, neural networks, random
forests, and SVM, allowed for high-precision DDoS detection in consumer loT traffic. The findings
demonstrated that a home gateway router can automatically identify the source of a local loT
device's DDoS attack using traffic data and low-cost ML algorithms.
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ii.  Wireless Sensor Network

A DoS attack could target a wireless sensor network (WSN), an essential mode of communication
in an loT system. Deep learning has aided in the design of a secure media access control (MAC)
protocol against WSN-oriented DoS attacks, which is now an active research direction. A novel
secure MAC protocol based on Multilayer Perceptron (MLP) was proposed by Kulkarni et. al
(2009). Each WSN node in this MAC protocol is running a trained MLP on the MAC layer. The
collision rate, packet request rate, average packet waiting time, and other important environmental
information are extracted by this novel MAC protocol and used as MLP's inputs. The likelihood
(suspicion factor) of nodes being the target of a DoS attack will be outputted by MLP. The node
will shut down and conserve energy if the suspicion factor exceeds the predetermined threshold,
restricting the attack to a localized region of the network. Shutting down the attacked nodes
decreases power consumption and extends the system's useful life.
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Figure 5. Secure MAC protocol combined with MLP by Kulkarni et. al (2009)

iii. Software-Defined Network

The control plane and data plane of network devices are separated in a network architecture known
as a Software-Defined Network (SDN). Organizations can successfully manage 10T devices thanks
to the SDN control plane's great functions. SDN can be employed as the loT's foundational
communication infrastructure because of its characteristics of centralized control, flexibility, and
scalability. The SDN interfaces' openness, nevertheless, also has security repercussions and makes
them susceptible to DDoS attacks. A DDoS detection method based on SVM that treated attack
detection as a classification problem was put out by Ye et al. (2018). The method extracts
information about DDoS attacks from the switch flow table of the SDN architecture, including the
speed of the source IP, source port, and flow entries, the standard deviation of the flow packets, the
deviation of the flow bytes, and the ratio of pair-flow, which are then used as characteristic values
for SVM classification.
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A. Intrusion Detection With Al

I. Traditional Intrusion Detection:

New intrusion types have created new issues for intrusion detection with the growth of the IoT.
Although there is still an increase in intrusion through illegal access to gain sensitive information,
solutions like access control, data encryption, and firewalls have some limits. Misuse detection or
anomaly detection is a common technigue used by intrusion detection systems today. Using attack
patterns that have surfaced, misuse detection can efficiently identify known assaults (Yhung et al.,
2000). They are unable to identify recent types of intrusions, for example zero-day attacks, because
they differ from well-known attacks. Anomaly detection (Chandola et al., 2009), in contrast,
examines typical traffic patterns and makes decisions based on the presumption that attackers
behave differently from typical users. Traffic is seen as an intrusion if it differs significantly from
common traffic patterns in terms of its characteristics. Anomaly detection is helpful for identifying
new attacks, but it is less efficient than misuse detection for identifying established assaults. It takes
a lot of time to find unusual behaviour in vast amounts of data. The process of anomaly detection
still needs to be improved in terms of speed and precision.

When used for intrusion detection, machine learning has outperformed older methods.
Intrusion detection has undergone new modifications as a result of machine learning (ML), which
has also produced various new development trends, including the shift from single models to
combined models, from emphasizing method correctness to considering method efficiency and
effectiveness, and from centralized detection to decentralized detection.

ii. From Single Models to Combined Models:

Hybrid intrusion detection, which combines misuse detection and anomaly detection, has been
proposed in certain research as a way to address the drawbacks of the two detection techniques
listed above. The majority of hybrid detection systems independently train models for misuse and
anomaly detection before combining their outputs. In contrast to conventional techniques, Kim et
al. (2014) suggested a novel combination detection approach that hierarchically integrates a misuse
detection model and an anomaly detection model (Figure. 6). In the integration phase, the ability
to detect unknown assaults can be supplemented by the misuse model's ability to capture existing
attacks. A C4.5 decision tree was first trained using training data made up of normal traffic and
known attack traffic to create a model for misuse detection. Following this, 1-class SVMs were
trained using training data for unknown attacks to create several anomaly detection models. The
combined model outperformed a single traditional model in the test in identifying both known and
unknown attacks.
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Figure 6. Combined intrusion detection by Kim et al. (2014)

I.  Changing The Focus from Just Accuracy to Including Efficiency and Effectiveness In
general, most intrusion detection systems place less emphasis on efficiency and more on
effectiveness. It is crucial to select fewer but more significant features for intrusion detection
systems since too many data features may not ensure optimal performance but instead lengthen
decisionmaking processes. An approach to increase the effectiveness of intrusion detection is
through the feature selection of ML.

To account for both efficiency and effectiveness, Li et al. (2019) designed a two-stage
combined model. The Swarm Intelligence (SI) algorithm's heuristic iterative search capability was
employed in the initial step to look for the best attributes. The second stage involved using random
forest to classify the network traffic into several attack types using the features chosen in the first
stage as inputs. The model enhanced its operation efficiency, opted for more significant features,
and performed better at detecting intrusions. To increase the efficiency of intrusion detection, Su
(2011) presented a feature selection approach combining KNN and GA. The fact that each data
feature in a KNN is assigned the same weight although in reality some features may be ignored or
have a higher priority than others is a significant drawback. Finding the ideal feature weight vector
is the aim of GA in addition to KNN. A search algorithm called a genetic algorithm (GA) simulates
the process of natural evolution to obtain the best answer. A population that reflects the problem'’s
potential solution set serves as the foundation of GA. The "survival of the fittest" principle states
that generations to come will generate better and better approximate solutions. The ideal weight
vector for KNN can be found after GA evolution. The researchers extracted 35 features from
network protocol header data, including IP, TCP, UDP, ICMP, ARP, and IGMP, to serve as initial
training data. They then utilized the suggested algorithm to choose a few key features for intrusion
detection. The overall accuracy for known attacks was 97.42% when the first 19 features were
taken into account. Using the first 28 features correctly for unidentified attacks had a 78% success
rate. Under the assumption that the effectiveness of detection would essentially be guaranteed, the
approach significantly increased the time efficiency of intrusion detection.
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The combined intrusion detection method discussed above can reduce computational
complexity of models by decomposing the dataset in addition to feature selection methods that can
increase efficiency (Kim et al., 2014). The training and testing time will be greatly decreased when
the training dataset is broken down into smaller subsets, achieving the goal of enhancing time
efficiency.

A. Device Authentication Using Al
I. Traditional Device Authentication:

There are numerous issues with traditional authentication technologies. For instance, even though
password authentication is straightforward and easy to set up, it is typically only appropriate for
closed systems. Every time a user logs into the system, they must input their password in plaintext,
which puts their private information at risk of being revealed if the message is intercepted. Because
identification information is static, traditional 10T terminals are easy to counterfeit (Li et al., 2019).
The static nature of the device ID or user ID makes it simple for hackers to scan, read, and forge
the identity. ML offers a variety of workable concepts for 10T secure authentication. These schemes
employ a range of techniques to get valid information about devices and users.

Digital certificates are used to authenticate users and contain information about the user's
identity. Users can access CA servers by using the authentication certificate, which relies on a
reputable third-party Certification Authority (CA). The X.509 standard of the International
Telecommunication Union specifies a framework for offering authentication services. Since
general CA digital certificates adhere to the X. 509 standard, they are also known as X.509
certificates (Adams et al., 2001). In advance, the user's name and password are saved for password
authentication (Shimizu et al., 1998). To ensure that a user's identity is valid, the system compares
the information they submit with the information they have already saved.

ii. Human Behavior Characteristics
Manipulating objects habits, gaits, and handwriting are examples of human behavior characteristics

that are frequently employed as identity authentication information. Smart security doors, smart air
conditioners, smart refrigerators, smart TVs, and other indoor electronic devices can acquire human
behaviour characteristics. Wi-Fi signals are strong between these devices. It is possible to capture
the distinctive physiological and behavioural characteristics of human daily actions while using
these devices (such as opening refrigerator doors, entering or leaving a room), offering a practical
method for differentiating each person. Recognizing user activity must start with simple acts and
progress to the distinctive behaviours of various users. The system must be equipped with abstract
capabilities that may extract various granularities of feature representation. This is possible thanks
to deep learning's strong abstract representation capabilities. To extract representative human
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behaviour features from Wi-Fi signals from household appliances, Shi et al. (2017) integrated the
amplitude and relative phase of the Channel State Information (CSI) with a three-hidden-layer
DNN model (Figure. 7). This technique demonstrated the feasibility of combining Wi-Fi signals
and DL by achieving authentication accuracy of 94% and 91% for dynamic and static human
activity identification.
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Figure 7: Shi et al. (2017) Abstract representation capability of DNN with three hidden layer
ii. Human Biological Characteristics

The term "human biological characteristics™ refers to the physical traits that are unique to each
person, such as their DNA, voices, faces, irises, and fingerprints. Identity verification can be done
with the help of sound sensors included in wearable loT devices like watches and smartphones.
These gadgets frequently communicate with people in order to gather personal information, and
they offer special advantages when it comes to precise user environment monitoring. For
respiratory acoustics on mobile 10T devices, Breath Print is an authentication technology.
Assuming that everyone has a distinctive breathing pattern, Breath Print uses the individual's
respiratory acoustic features recorded by wearable 10T devices to provide user verification.
Chauhan et al. (2018) used RNN with Breath Print to model the acquired respiratory acoustic data
to distinguish distinct users, taking advantage of the special features of RNN in audio and speech
processing. Studies have shown that this technique may be applied successfully with low latency
(less than 200 ms for smartphones) on a variety of embedded devices with limited resources.
Human biometrics are significant privacy data for users. Thus, it's critical to guard against potential
privacy disclosure while using them. The original biometric data can be converted using the
Cancellable Biometric System (CBS) technology. To prevent the original data from being
destroyed, the converted data can at any time replace the original biological properties. With the
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aid of image preprocessing, feature extraction, feature conversion, template matching, and other
machine learning technologies, Punithavathi et. al (2019) developed a secure prototype of a light-
weight cancelable biometric recognition system, solving the privacy issue associated with using
human biological characteristics.

A. Malware Detection With Al

I. Traditional Solutions: Malware Detection Based on Signature

Malware behaviour libraries are created using signature-based malware detection, which provides
distinctive signatures for each known malware (Venugopal & Hu, 2008). Experts find these
signatures manually or automatically, and they can contain a variety of information, including file
names, content strings, or bytes. To see if there are any matching signatures, one can compare the
signature of unknown software with the malware behaviour library. This method, which has a quick
detection rate and a low false alarm rate, is the most appropriate and popular detection method.
However, just like the misuse intrusion detection, signature-based malware detection is ineffective
against malware that has never been seen before. It's crucial to maintain and update the malware
library regularly. But before any kind of detection or prevention can be carried out, there must be
an initial victim who reports malicious activity. The consequences may be unacceptable when the
initial victim is significant. For instance, the critical infrastructure flaws at the U.S. Office of
Personnel Management in 2015 could trigger a series of events and chain reactions that last for
decades (Scott, 2017).

ii. Networks Behaviours

To continuously gather information and manage the status of remote devices, the wireless
multimedia system (WMS) is used. The majority of wireless multimedia devices come with several
sensors that use routing tables to transfer data to nearby devices. The WMS's distributed topology
facilitates malware's rapid spread, endangering other nodes, wireless routers, and terminals through
data transmission. Identifying its network characteristics is essential for the detection of WMS
malware. Using the data sniffer (DroidSniffer), in conjunction with SVM and BP neural networks
to detect malware and stop harmful scripts, malware detection system made it easier to collect
network behaviours in WMS (Zhou & Yu, 2018). The experiment's highest infection rate was only
22.17%, proving that malware can be found even when there are low infection rates.

iii. Graph and Opcode

When utilizing ML to identify malware, Opcode can be an acceptable and trustworthy feature. The
combination of Windows malware opcodes with ML can identify malware efficiently thanks to the
efforts and experiments of many researchers. The selected attributes (opcodes) of each sample
(software) were transformed into a graph by Azmoodeh et al. (2019) (see Figure. 8). Nodes
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represented the opcodes in their graph, and edges reflected each node's affinity (which must be
calculated) in the disassembly file of each software. In order to employ CNN to categorize the
generated graphs of harmful and benign software, graphs can be transformed into eigenspace
(Chung, 1997). The opcode sequences of 1078 benign software and 128 malware programs were
extracted for Azmoodeh's experiment. The detection accuracy of malware samples using graphs
generated from opcodes was 99.68%, while the recall rate was 98.37%. Malware may be identified
quite well using this technique.

O Opcode

—p  Affinity

Figure 8. Azmoodeh et al. (2019).A graph converted from opcodes.
5. RESEARCH CHALLENGES AND FUTURE DIRECTIONS

IoT security issues have been effectively addressed by artificial intelligence in several ways, but
this does not imply that they have been fully resolved. In the areas of architecture, data and
algorithms, and, there are still numerous difficulties to be resolved.

A. Architectural Challenges
The mobile and distributed IoT trends must be addressed when Al technologies are used in the 10T.
The present 10T network and services heavily utilize the "Cloud-Channel-Device" architecture. To
use the processing capacity of the vast computers in the data centre to calculate and make choices,
the development of large-scale cloud computing centres may store and process a significant
quantity of data in a centralized manner. The analysis findings are then returned to the device to
create the interconnectivity effect. The C/S service architecture, which processes and responds to
all requests and instructions through the central server, is also crucial for the transmission, storage,
and processing of data.

The creation of supercomputing and storage capacities is made possible by the cloud service,
which resolves issues with the high cost of building infrastructure and the underutilization of
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computing and storage resources for small and medium-sized businesses. However, this is not

appropriate in the l1oT environment. The exponential growth in device connections and data

generation presents the following difficulties for cloud architecture:

e When enormous amounts of data are transmitted to a cloud computing facility, the burden on
the transmission bandwidth is drastically increased, causing a significant network delay that
presents serious problems for scenarios where a delay is critical, such as autonomous vehicles,
industrial manufacturing, etc.

e Data transmission uses a lot of energy, which places heavy pressure on cloud services.

e The exponential expansion of data produced by terminals cannot be matched by the linear growth of
centralized cloud computing capabilities.

We are forced to execute data cleaning, processing, and decision-making at the source of the data
due to the need for network transmission, data storage, and high-performance computing. The new
edgebased architecture will play a significant role in the development of 10T architecture in the
future. The original data application will be radically altered by distributed and edge architecture,
which will impose more strict constraints on the use of Al in the field of 10T security.

B. Data Challenges

The use of Al techniques in the IoT space is based on data. Due to the heterogeneity of 10T, a lot
of data is generated across several areas, which can cause a variety of issues, including poor data
availability and quality, unforeseen hazards to data privacy, challenges with data integration, and
more.

I. Data Sets' Availability

A lot of training data sets are needed for machine learning and deep learning. To achieve their great
performance, the majority of deep learning techniques often rely on high-quality data (Zhang et al.,
2018). The model's foundation for learning is a broad and varied set of training data. It is important
to incorporate as much attack data that is representative of the actual world as possible because the
quality of training data sets will have a direct impact on the model's performance. In addition to
training data, the model also needs test data sets to evaluate and enhance training models by
analyzing and comparing the generalization capacities of various algorithms.

ii. Data Cleaning

The process of eliminating duplicate information, fixing errors that have already occurred, and
ensuring data consistency is known as data cleaning (Rahm & Do, 2000). According to estimates,
anomalies and impurities make up roughly 5% of all data, which may be significantly higher for
IoT. The following sorts of data must be cleaned:
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e Incorrect Data. The business system is poor, which is the cause of the incorrect data. Without
checking to see if the data is accurate when it is input, such as if the value is beyond its
boundaries or the date format is incorrect, the data is written directly into the database. A
database cannot be updated with inaccurate data until it has been examined and corrected, just
like with incomplete data. Statistical analysis can reveal potentially incorrect or anomalous
numbers; for instance, deviation analysis can reveal values that deviate from the distribution or
regression equation. Incorrect data can also be detected using straightforward rules (common
sense rules, business-specific rules, etc.) or restrictions between attributes.

e Incomplete Data. Data that lacks some information, like fields, is considered incomplete.
Depending on the situation, incomplete data needs to be eliminated, supplemented, or
abandoned. The database can only be updated with complete data. Missing values must often
be filled in manually. The average, maximum, minimum, or more complex probability
estimates can be used to replace some missing values that can also be determined from the data
source.

e Duplicate Data. Duplicate records are those that have the same attribute value in the database.

To avoid compromising the use efficiency, it is required to combine similar records into a single record.

iii. Data Integration

I0T collects a ton of data via several sensor types, including RFID, ZigBee, and GPS, all of which
must be properly integrated before they can be put to use. It might be difficult to integrate
heterogeneous data while maintaining data quality since different data sources frequently contain
heterogeneous data. Data integration is the process of logically or physically combining data from
many sources, formats, and attributes to offer users full data sharing. Three categories can be used
to group various forms of 10T data: There are three types of data: (a) structured data, like tables
with rows and columns saved in traditional database systems; (b) semi-structured data, like HTML
and XML files; and (c) unstructured data, like images and videos. In the area of enterprise data
integration, a few frameworks are already available. Integrated systems are currently built using
federal-based, middleware-based, and data warehousing techniques. These technologies address
data integration and data exchange in various contexts and applications, offering businesses
decision support. However, it is important to look into how these technologies apply to IoT data
and make the necessary improvements.

iv. Data Privacy and Security

Processing and using data present issues in terms of data security and privacy. You run the risk of
having your privacy compromised during the collection of data and transmission procedure. The
system does not offer a trustworthy service level agreement (SLA) about the theft or misuse of
users' personal information, which causes many users to doubt their security even if data encryption
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enhances privacy protection (Marjani, 2017). For instance, the privacy of users might readily be
threatened by personal information found in wearable device data. For medical diagnosis and
service suggestions, wearable device data on the human body is used by personalized medical and
healthcare applications. These individually identifiable data are quite detailed and frequently
include location, identity, and physiological traits. Individual tendencies, behaviors, and
preferences are simple to deduce. All parties involved in data collecting, management, and
utilization in specific contexts, such as medical care, must exercise extreme caution in protecting
personal information (Bertino, 2017). Medical diagnostic and service recommendations are made
by healthcare applications using wearable device data collected from the human body. These
individually identifiable data are quite detailed and frequently include location, identity, and
physiological traits.

C. Algorithm Difficulties

Not only is artificial intelligence not perfect, but it also has several flaws. 10T inherits flaws from the
use of ML to address security issues, requiring attention and improvement.

i. Poor Portability

Machine learning models are specific to a given field. The original model parameters may not work
when a successful model for one scene is applied to additional challenges of a similar nature. To
replace the existing model, new ones must be trained. The variety of 10T applications will require
a wide range of models, all of which must be kept up to date. However, the retraining process is
timeconsuming, and there will undoubtedly be several errors, which will consume a significant
amount of computational power.

ii. Uncertainty

Little input changes may have different consequences on the output in ML and DL (Kapla Et Al.,
2019). The output of models may change drastically even when the input data is altered. Attackers
have the power to purposefully alter some input data, which leads to unstable systems and
unexpected outcomes. Since the 10T environment generates an loT of high-frequency data, it is
crucial to maintain the integrity and stability of the input data. However, this is a difficult task.

iii. Resource Consumption and Computational Complexity

In contrast to l0T devices, ML and DL have computational complexity (Huang et al., 2019) and
resource requirements. 10T devices are resource-constrained, and there are very few opportunities
to acquire memory and computational resources. It will nevertheless take days or even weeks to
complete the training even if numerous computational resources are allocated to some models
linked to image, audio, and natural language processing. Consequently, it is important to design
ML and DL frameworks that can efficiently minimize computational complexity in order to offer
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effective security procedures. Future research should focus on minimizing computational
complexity and resource consumption, particularly for large-scale 0T systems.

iv. Risksto ML/DL Security

Similar to 10T itself, the Al techniques employed to maintain 10T security carry varying degrees of
security threats. The attacker may attempt to harm Al by poisoning it or by using evasion,
impersonation, or reverse attacks (Liu, 2018). In order to make the model learn incorrect and
invalid knowledge from the training data, poisoning, evasion, and impersonation attacks alter the
training data by creating incorrect label samples, maliciously altering samples, and simulating
samples. This reduces the classifier's ability to distinguish between normal and abnormal
behaviors, which results in the failure of the detection function of models. Reverse attacks gather
some basic data about the target model using the application program interface (API) offered by
the current ML systems and then reverse analyze that basic data to utilize the target model to get
private data, such as patient medical data. There will be major repercussions if these attack
techniques are integrated with other 10T services.

D. Future Directions

Some of the aforementioned issues, such as the lack of data availability and the requirement for
data integration, are intrinsic to the Internet of Things (IoT). Some of the new issues that Al
presents for 10T include resource usage and the security of algorithms. We must develop new
technology or enhance existing ones to combat these unseen threats. In addition to addressing these
issues, we also suggest two potential new avenues in this paper.

I. Integrating Edge Al Chips in 10T Devices

The majority of traditional Al computing operations are currently carried out remotely on
centralized core devices or platforms, but this isn't the greatest option for 10T. Al computations can
now be integrated into 10T devices thanks to edge Al processors. Machine learning tasks can be
carried out or expedited on edge devices using an edge Al processor (Zhou, 2019). The
development of edge Al chip technologies, such as Google Coral Edge TPU is currently being
accelerated by Google, NVIDIA, Intel, Qualcomm, and Huawei (Sengupta et al., 2020). Network
conditions in many industrial domains are poor, and updating communication infrastructure is quite
expensive. The use of edge Al chips allows terminals to conduct Al computations locally,
significantly lowering transmission costs. Delays can be significantly reduced using edge Al chips.
Because judgments must be made in real-time on numerous devices, edge computing has real-time
demands. Real-time performance cannot be achieved with cloud computing or data center
computing due to network latency.
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Edge Al chips can also ensure the security and privacy of data. The computations don't have
to send the original data back to the cloud, considerably enhancing data security and privacy while
lowering the risk of data leakage, interception, or misuse of private or corporate information.

ii. Creating 10T Security Architectures that are Service-Oriented and Capable of Meeting the
Requirements of Various Services in Various Fields.

I0T security must accommodate the unique security requirements of various application scenarios. It
IS a pressing issue to figure out how to develop flexible security architectures that can offer industrial
applications adaptive and differentiated security assurance capabilities. The network infrastructure's
capacity to enable Security-as-a-Service's open capability is crucial (Hafeez et al., 2015; Bhattasali&
Chaki, 2016).

Network designs must establish security resources, such as authentication protocols,
cryptographic algorithms, data encryption and decryption, etc., that are independent of devices and
applications based on computing resources. We may construct security functions including
trustworthy authentication, digital identity, operation maintenance, and management based on
security resources. Then, utilizing these security features, we should construct platforms to offer
security services to external applications via open APIs. Finally, a third party can flexibly employ
the security capabilities and services supplied by the open platform to accomplish tailored security
protection in the face of various loT businesses with various security requirements. This
architecture design can provide total security protection in comparison to third-party self-designed
security solutions, and it can incorporate workable Al models in open platforms, considerably
enhancing the third party's security potential. The security of 10T can also get a high elastic security
capability thanks to the design's robust scalability.

6. Conclusion

In conclusion, this survey delved into the captivating realm of harnessing Atrtificial Intelligence
(Al) to fortify the security landscape of the Internet of Things (1oT). With a comprehensive analysis
of the existing literature, we embarked on a journey that underscored the pressing need for
innovative solutions to the escalating security concerns within the 10T ecosystem. Our objective
was to shed light on the manifold ways in which Al can be harnessed to bolster the security
measures surrounding 10T devices and systems.

In essence, this review acts as a basis for future research projects that aim to explore the
hidden opportunities associated with the interaction between Al and loT security. It is crucial to
keep a forward-looking view that foresees both obstacles and opportunities as Al models get more
complex and the loT ecosystem develops. We may strive towards an interconnected future where
Al fortifies 10T security, ushering us into an era when innovation and protection coexist together,
by fostering a continuous cycle of study, development, and deployment.
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The research presented in this paper article shows that Al is useful for 10T security, especially
for the four main threats of DoS/DDoS assault defense, intrusion detection, device authentication,
and malware detection. Using the broad framework of the Al schemes that we have suggested,
future 10T security challenges can be overcome. When employing Al for 10T security, any
problems with data, algorithms, and architecture also need to be fixed in order to avoid the creation
of new threats.

How to solve these issues may be the subject of future research.
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