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Abstract

Academic  libraries  in  Nigeria  play  a  pivotal  role  in  supporting  teaching,  learning,  and 

research through the systematic management of records that document institutional and user 

activities. However, the ethical dimensions of records management remain underexplored, 

despite their significant influence on transparency, accountability, and information integrity. 

This paper examines the ethical challenges associated with records management in Nigerian 

academic  libraries,  focusing  on  the  core  principles  of  confidentiality,  integrity,  and 

accountability.  Drawing on conceptual  and theoretical  insights,  supplemented  by a  small 

empirical perspective from selected Nigerian university libraries, the paper discusses issues 

such  as  privacy  breaches,  lack  of  professional  competence,  and  poor  compliance  with 

regulatory  frameworks,  which  compromise  ethical  information  stewardship.  The  study 

highlights the implications of these ethical lapses for institutional credibility, user trust, and 

regulatory  compliance.  Recommendations  are  provided  for  the  development  of  ethical 

guidelines, staff capacity-building, and the integration of data protection mechanisms into 

library governance. The paper concludes that embedding ethical frameworks within records 

management  systems  is  vital  for  sustaining  transparency,  trust,  and  responsible  service 

delivery in Nigerian academic libraries.
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Introduction

Academic  libraries  serve  as  the  intellectual  and  administrative  backbone  of  universities, 

providing  access  to  information  resources  and  maintaining  documentary  evidence  of 

institutional activities. Beyond offering information resources to users, libraries also collect 

and  preserve  numerous  personal  data,  including  library  membership  details,  records  of 

resources  consulted,  visiting histories,  and web pages  accessed (Fifarek,  2000).  With the 

advent  of  information  and  communication  technology  (ICT),  libraries  now  have  greater 

capacity to collect and retain users’ personal data in digital formats (Ailakhu, 2017). These 

records  whether  administrative,  financial,  legal,  archival,  academic,  or  digital  represent  a 

critical component of a university’s accountability framework.

Records  management  in  academic  libraries  ensures  that  these  records  are  systematically 

created,  received,  maintained,  and  preserved  to  support  university  decision-making, 

regulatory  compliance,  and  institutional  memory  (Shepherd  &  Yeo,  2020).  In  Nigeria, 

academic  libraries  operate  within  complex  administrative  structures  where  ethical 

considerations in records management are often overshadowed by operational constraints, 

lack of policy clarity, and limited professional capacity. Nevertheless, ethics remain central to 

records  management,  as  they  define  the  moral  and  professional  standards  guiding  the 

handling  of  records  from creation  to  disposal  (International  Council  on  Archives  [ICA], 

2016). Ethical practices in records management help maintain the confidentiality of library 

users’  data,  ensure  the  authenticity  and  reliability  of  records,  and  promote  institutional 

accountability and transparency (Owushi & Anyalebechi, 2025).

Ethical  challenges in records management  arise  because librarians are  required to  collect 

personal  information  during  user  registration,  which  is  stored  in  university  databases 

(Ailakhu, 2017). Information about library users may include names, home addresses, mobile 

phone numbers, email addresses, borrowing histories, electronic database access logs, and 

web  metric  usage.  Librarians  face  competing  demands  between  protecting  data  privacy, 

providing access to information, and adhering to institutional disclosure requirements. For 

instance, academic libraries must respect the confidentiality of users’ borrowing histories and 
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personal  data  while  simultaneously  complying  with  regulatory  frameworks,  such  as  the 

Freedom of Information Act (2011) and the Nigeria Data Protection Act (2023). Navigating 

this  tension requires not  only legal  awareness but  also ethical  judgment and professional 

integrity.

Despite the increasing digitisation of library operations, studies indicate that many Nigerian 

academic  libraries  lack  well-defined  ethical  frameworks  for  managing  both  digital  and 

physical  records  (Oni,  Abu,  &  Ekeniyere,  2018).  This  gap  exposes  libraries  to  risks  of 

privacy  violations,  record  tampering,  and  data  loss.  Furthermore,  the  transition  from 

traditional  to  electronic  records  systems  introduces  new  ethical  concerns  related  to 

Cybersecurity, data ownership, and automated decision-making (Shehu, Ogbonna, & Obim, 

2025).

Globally,  library  and information  science  professionals  are  expected  to  adhere  to  ethical 

codes, such as the IFLA Code of Ethics for Librarians and Other Information Workers (IFLA, 

2012),  which  emphasises  respect  for  privacy,  intellectual  freedom,  and  accountability  in 

managing records. Translating these principles into everyday practice in the Nigerian context 

requires adaptation to infrastructural constraints, varying levels of professional awareness, 

and institutional governance cultures.

This paper, therefore, examines the major ethical challenges affecting records management 

practices  in  Nigerian  academic  libraries,  focusing  on  confidentiality,  integrity,  and 

accountability as guiding principles.  It  situates the Nigerian experience within global and 

African perspectives, integrating conceptual and empirical insights to propose strategies for 

strengthening ethical records management.

Concept of Records Management in Academic Libraries

Records management refers to the planning, budgeting, organising, directing, and controlling 

of the life cycle of records within an organisation. Its primary purpose is to ensure that all 

documents,  manuscripts,  raw data,  and information received or  created are managed and 

maintained  in  a  manner  that  meets  the  internal  and  external  business  needs  of  the 

organization  (Ailakhu  &  Afolabi,  2025).  Records  management  involves  the  systematic 
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control of records throughout their lifecycle, from creation, use, and maintenance to eventual 

disposition.

According  to  Ailakhu  (2020),  in  academic  libraries,  records  include  administrative 

documents, library user data, financial records, acquisition lists, circulation logs, and digital 

repository  files  that  document  institutional  functions  and  services.  Effective  records 

management  ensures  that  these  records  are  reliable,  authentic,  and accessible,  supporting 

institutional accountability, research integrity, and informed decision-making.

In  Nigeria,  academic  libraries  serve  dual  functions  as  both  information  repositories  and 

administrative  units  supporting the  university’s  documentation processes.  Therefore,  their 

records  management  responsibilities  extend  beyond  traditional  cataloguing  to  include 

managing administrative correspondences, digital assets, and student records in compliance 

with institutional policies and data protection standards (Musembe, 2016).

Ethics in Records Management

Several  ethical  theories  provide  a  conceptual  foundation  for  understanding  professional 

behaviour  and  decision-making  in  records  management.  Three  prominent  frameworks 

Deontological  Ethics,  Utilitarian  Ethics,  and  Virtue  Ethics  are  particularly  relevant  to 

examining issues of confidentiality, integrity, and accountability in academic libraries.

Deontological (Duty-Based) Ethics

The deontological perspective, associated with Immanuel Kant, emphasises that ethical 

behaviour is rooted in adherence to moral duties, professional codes, and established 

standards rather than the consequences of actions. In records management, this theory implies 

that information professionals have a moral obligation to follow ethical principles such as 

confidentiality, integrity, and neutrality, even when facing institutional pressure or personal 

interests. For example, a librarian or records officer is ethically bound to protect users’ 

personal data and academic records, even if disclosure might serve administrative 

convenience. This framework reinforces the duty-bound nature of ethical conduct, which is 
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vital for maintaining trust, transparency, and professional accountability in academic 

libraries.

Utilitarian (Consequentialist) Ethics

Rooted in the works of Jeremy Bentham and John Stuart Mill, utilitarian ethics argues that 

ethical actions should aim to produce the greatest good for the greatest number. Applied to 

records management, this approach requires professionals to balance information access and 

privacy protection in ways that maximise collective benefit without violating individual 

rights. For instance, while open access to institutional research data can enhance knowledge 

sharing and academic innovation, it must not compromise the confidentiality of sensitive 

student or staff information. This framework supports accountability by ensuring that ethical 

decisions in information handling contribute to the broader good of the academic community.

Virtue Ethics

Virtue ethics shifts the focus from rules or outcomes to the moral character and integrity of 

the professional. The theory emphasises cultivating virtues such as honesty, fairness, 

trustworthiness, and responsibility. Within academic libraries, this theory underscores that 

ethical behaviour in records management stems from the professional’s inner disposition to 

do what is right. A virtuous records manager or librarian upholds confidentiality and integrity 

not merely because they are institutional requirements but because these reflect personal and 

professional excellence. This approach fosters a culture of ethical awareness, personal 

accountability, and moral resilience in handling records and information.

Relevance to the Study

Together, these three ethical perspectives illuminates different dimensions of ethical 

challenges in academic records management. Deontological ethics underscores the duty to 

uphold confidentiality and integrity regardless of circumstance; utilitarian ethics provides a 

framework for balancing access and accountability to achieve optimal outcomes for the 

academic community; and virtue ethics highlights the role of personal integrity and moral 
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character in sustaining ethical standards. Integrating these theories provides a holistic 

understanding of how academic librarians and records professionals can ethically navigate 

issues of confidentiality, integrity, and accountability in the evolving landscape of academic 

library management.

Conceptual Model of Ethical Records Management

Building on the theoretical perspectives, ethical records management can be conceptualised 

as the intersection of three interrelated principles:

Confidentiality: Ensuring that user and institutional records are protected from unauthorised 

access or disclosure.

Integrity: Maintaining the accuracy, authenticity, and reliability of records throughout their 

lifecycle.

Accountability: Ensuring  that  every  action  in  records  creation,  storage,  and  disposal  is 

transparent, documented, and traceable.

In  practice,  these  principles  form  the  foundation  of  ethical  decision-making  in  records 

management. Breaches in any of these areas can result in loss of institutional trust,  legal 

consequences, and reputational damage.

The Nigerian Context of Ethical Records Management

Ethical records management in Nigerian academic libraries is shaped by socio-cultural, legal, 

and  institutional  realities.  Most  public  universities  operate  under  resource  constraints, 

outdated  record-keeping  systems,  and  limited  awareness  of  data  protection  regulations. 

Although national legislation, such as the Freedom of Information Act (2011) and the Nigeria 

Data Protection Act  (2023),  provides a  legal  framework for  ethical  records management, 

compliance remains inconsistent across institutions (Idris, 2017).
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Empirical observations from selected Nigerian university libraries, including the University 

of Ibadan, Ahmadu Bello University, and the National Open University of Nigeria, reveal 

variations in ethical practices. Some institutions maintain privacy-conscious user databases, 

while others still rely on manual systems that expose records to unauthorised access (Ailakhu 

& Afolabi, 2025). Furthermore, ethical training for records officers is often limited, leading 

to unintentional breaches of confidentiality or mishandling of sensitive information.

Comparatively,  African  countries  such  as  South  Africa  and  Zimbabwe have  made  more 

progress  in  institutionalising  records  ethics  through  national  archival  policies  and  data 

governance frameworks (Tsvuura & Ngulube, 2021). Nigerian academic libraries can draw 

lessons from these countries to strengthen their own ethical records management practices.

Ethical Issues in Records Management Practices in Nigerian Academic Libraries

Records management in academic libraries involves decisions and actions that are inherently 

ethical.  Ethical  issues  arise  when  professional  responsibilities  conflict  with  institutional 

expectations,  legal  obligations,  or  technological  realities.  In  Nigerian  academic  libraries, 

these  concerns  revolve  around  confidentiality,  data  integrity,  accountability,  access,  and 

professional responsibility. 

Confidentiality  and  Privacy  of  User  Records:  Confidentiality  is  a  cornerstone  of  ethical 

records management. Librarians and records officers are expected to safeguard user data such 

as borrowing histories, academic records, and correspondence from unauthorised access or 

disclosure. The IFLA Code of Ethics (2012) stipulates that user privacy must be protected at 

all  times,  regardless  of  the format  in  which information is  stored.  However,  breaches of 

confidentiality  remain  common  in  Nigerian  academic  libraries.  Despite  technological 

advances,  some  libraries  continue  to  manage  records  manually,  leaving  student  records, 

circulation slips, and administrative files accessible to unauthorised individuals. Studies by 

Akinola and Alonge (2023) report instances where library users’ records were misplaced, 

shared without consent, or stored insecurely.

In digital  environments,  insufficient  cyber  security  measures  and lack of  data  encryption 

exacerbate  privacy  risks.  Library  staff  may  also  disclose  confidential  information  under 



LEAD CITY INTERNATIONAL JOURNAL OF LIBRARY, INFORMATION & 
COMMUNICATION SCIENCES 

[LCIJLICS]. ISSN: 3027-0022, eISSN: 3027-0901

VOL 3. ISSUE 1.  JANUARY, 2026 (DOI: https://doi.org/10.63741/lcijlics.2026.0301.9-j)

external pressure from university authorities, law enforcement, or the public, without proper 

authorisation.  Such  breaches  not  only  violate  ethical  codes  but  may  also  contravene  the 

Nigeria Data Protection Act (2023), which mandates the protection of personally identifiable 

information (PII). To mitigate these risks, libraries must implement privacy policies, access 

controls, and staff training on data protection protocols. Confidentiality should be viewed not 

merely  as  a  legal  obligation  but  as  a  moral  commitment  to  preserving  user  trust  and 

institutional credibility.

Integrity  and  Authenticity  of  Records:  Integrity  involves  maintaining  the  completeness, 

reliability, and authenticity of records throughout their lifecycle. When records are altered, 

falsified, or mishandled, their evidential value is compromised, undermining accountability 

and research integrity (InterPARES2, 2003).

In  Nigerian  academic  libraries,  integrity-related  ethical  issues  often  arise  from improper 

handling of digital files, inadequate metadata documentation, and weak version control in 

automated  systems.  For  example,  digital  repositories  and  institutional  archives  may  lack 

adequate validation mechanisms, leading to errors or unauthorised modifications in uploaded 

records (Salman, Ocholla, Mostert, & La’aro, 2019). Another concern is the unauthorised 

destruction or alteration of administrative or financial records, which can distort institutional 

history  and  conceal  malpractice.  The  ISO 15489:2016  standard  for  records  management 

emphasises  that  maintaining  integrity  requires  secure  storage,  audit  trails,  and  regular 

monitoring. Academic librarians and ICT staff must collaborate to maintain secure systems, 

document version histories, and verify the authenticity of records before dissemination.

Accountability  and Transparency in  Record-Keeping:  Accountability  ensures  that  records 

management  actions  are  traceable  and  justified.  It  involves  documenting  who  creates, 

receives, accesses, modifies, preserves, or disposes of records. The absence of accountability 

mechanisms  fosters  unethical  behaviour,  including  concealment  of  information,  data 

manipulation, and unauthorised access.

In Nigerian academic libraries, accountability challenges often stem from weak institutional 

governance and poorly defined responsibilities among administrative units. Record-keeping 

functions  are  typically  fragmented  across  the  Registry,  Library,  and  ICT  departments, 
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creating ambiguity over who is responsible when data breaches, information loss, or privacy 

violations  occur  (Olanrewaju  et  al.,  2024).  This  lack  of  clarity  undermines  ethical 

responsibility and erodes the culture of institutional transparency.

Transparency  deficits  are  also  evident  in  records  retention  and  disposal  practices.  Some 

universities destroy records without  proper authorisation or  retain them beyond approved 

retention  periods,  contravening  the  National  Archives  Act  (1992).  Such  lapses  not  only 

violate legal and ethical standards but also expose institutions to governance risks. Ethical 

accountability in records management demands strict adherence to retention schedules, well-

documented disposal procedures, and regular audits to ensure compliance and traceability 

(Tsvuura & Ngulube, 2021).

Strengthening  accountability  mechanisms  promotes  institutional  trust,  operational 

transparency, and regulatory compliance. By embedding accountability into record-keeping 

policies  and  professional  conduct,  libraries  reinforce  their  commitment  to  responsible 

information governance and public service ethics.

Access, Equity, and Ethical Use of Information

Balancing open access to information with the ethical duty of privacy protection remains a 

significant challenge. While the Freedom of Information Act (2011) in Nigeria guarantees 

citizens  the  right  to  access  public  information,  it  simultaneously  requires  institutions  to 

safeguard sensitive or confidential records. Ethical tensions arise when academic librarians 

must decide whether to release or withhold certain records, such as disciplinary documents, 

student files, or internal memos. Inadequate policy guidance often leaves these decisions to 

personal discretion, increasing the risk of inconsistency and bias (Popoola, 2019).

Equity in access also presents ethical challenges. Digitisation initiatives, though intended to 

improve accessibility, sometimes exclude users with disabilities or limited digital literacy. 

Ethical records management requires inclusive policies that accommodate all user categories 

without  discrimination  (IFLA,  2012).  The  ethical  use  of  records  extends  to  respecting 

intellectual  property  rights,  proper  citation,  and  avoiding  plagiarism  or  unauthorised 
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reproduction of archival materials. Academic librarians play a crucial role in educating users 

and enforcing copyright compliance to ensure responsible information use.

Professional Competence and Ethical Responsibility

Ethical  records  management  relies  not  only  on  institutional  frameworks  but  also  on  the 

professionalism  and  competence  of  staff.  Records  officers  and  librarians  are  ethically 

obligated  to  maintain  up-to-date  knowledge  of  records  management  standards,  data 

protection laws, and emerging technologies. Professional competence gaps remain a major 

issue in  Nigeria.  Many library  staff  lack formal  training in  modern records management 

principles or digital ethics (Ailakhu, 2024). Consequently, ethical breaches may occur not 

from deliberate misconduct but from ignorance or inadequate supervision.

Ethical  responsibility  also  involves  resisting  unethical  directives,  such  as  concealing 

unfavorable  records  or  manipulating data  for  institutional  image management.  Upholding 

professional  integrity under  such pressures  requires  courage,  institutional  support,  and an 

enabling ethical culture. Professional associations, such as the Nigerian Library Association 

(NLA) and the Society of Nigerian Archivists (SNA), have critical roles in promoting ethical 

awareness through codes of conduct, workshops, and certification programs.

Digital Transformation and Emerging Ethical Dimensions in Records Management

The  rapid  digital  transformation  of  academic  libraries  has  reshaped  how  information  is 

created,  stored,  and  accessed,  simultaneously  amplifying  ethical  complexities  in  records 

management.  As  libraries  migrate  from  paper-based  systems  to  digital  and  cloud-based 

platforms,  issues  of  cyber  security,  data  ownership,  and  algorithmic  accountability  have 

become increasingly critical.

Ethical  considerations  now extend  beyond  traditional  confidentiality  to  encompass  cloud 

storage protection, metadata governance, and digital rights management. For instance, when 

academic institutions rely on third-party digital repository platforms without clearly defined 

data ownership or access control agreements,  they risk breaching privacy and intellectual 

property rights. Similarly, insufficient data backup, encryption, and Cybersecurity protocols 
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expose institutional records to potential  data breaches and cyber-attacks,  undermining the 

integrity and accountability of records management  practices (Shehu, Ogbonna, & Obim, 

2025).

An additional layer of complexity arises with the integration of artificial intelligence (AI) in 

records  management.  While  AI-driven  systems  enhance  efficiency  through  automated 

classification,  indexing,  and  retention  scheduling,  they  also  introduce  ethical  concerns 

regarding  bias,  decision  transparency,  and  reduced  human  oversight.  If  not  properly 

monitored, these technologies may compromise fairness in information processing or result in 

opaque decision-making processes that challenge professional accountability.

To address these challenges, academic librarians and information managers must deepen their 

understanding of digital ethics principles, including transparency, explainability, and fairness, 

to ensure the responsible and equitable use of technology in managing academic records. As 

emphasised by UNESCO (2021), adopting structured digital ethics frameworks provides a 

foundation  for  navigating  the  moral  and  operational  complexities  of  technology-driven 

records management, particularly within the Nigerian context.

Implications of Ethical Challenges in Records Management within Academic Libraries

The  ethical  challenges  in  records  management  particularly  regarding  confidentiality, 

integrity, and accountability carry significant implications for academic libraries. Three major 

areas stand out: 

Implications for Confidentiality: When confidentiality is breached or threatened, academic 

libraries risk undermining stakeholder trust, violating user privacy rights, and facing legal or 

reputational consequences.  For example,  Abioye (2010) highlighted that the lack of clear 

policy guidance on protecting official records under freedom-of-information legislation poses 

serious risks to confidentiality. Moreover, in a recent review of African university libraries, 

Boghian (2021) emphasised that cybersecurity threats, including phishing, ransom ware, and 

identity theft, increase the potential for significant breaches of confidentiality if cyber-ethical 

practices  are  not  prioritised.  Academic  libraries  must  recognise  that  confidentiality  now 
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involves managing complex digital  ecosystems,  third-party platforms,  cloud services,  and 

robust data protection measures.

Implications for Integrity

Maintaining the integrity of records including their accuracy, authenticity, completeness, and 

reliability is foundational to effective governance and information stewardship. Nandeesha 

and  Keshava  (2022)  highlighted  the  critical  role  of  policy,  technology  integration,  and 

stakeholder collaboration in preserving data integrity.

Other  studies  indicate  that  technological  vulnerabilities,  such  as  centralised  systems 

susceptible to tampering, undermine integrity unless mitigated by robust mechanisms, such as 

decentralised ledgers or blockchain. As academic libraries shift toward digital records and 

automated systems, failure to safeguard integrity threatens decision-making based on those 

records, undermining institutional credibility. Integrity failures translate into flawed evidence, 

weak governance, and risks of misinformation.

Implications for Accountability

Accountability  in  records  management  requires  clear  governance  structures,  audit  trails, 

transparent  decision-making,  and adherence to  professional  and legal  standards.  Effective 

records  management  supports  institutional  accountability  by  providing  evidence  of 

transactions, decisions, and activities.

Dada and Ogunwemimo (2024) found that weak records management practices in university 

registries  in  South-West  Nigeria  correlated  with  operational  inefficiencies  and  impaired 

organisational  effectiveness.  In  the  era  of  algorithmic  systems  and  automated  processes, 

opaque  decision-making  raises  further  accountability  concerns,  as  algorithms  used  in 

classification or retention may hinder auditing and tracing responsibility (Yifan,  Peter,  & 

Luanne, 2024).

Academic libraries must invest not only in securing records and maintaining integrity but also 

in  establishing frameworks for  accountability.  This includes documenting responsibilities, 
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recording  decision-making  processes,  and  enabling  oversight.  Without  such  measures, 

institutions are exposed to regulatory, ethical, and operational risks.

Strategies for Strengthening Ethical Records Management

To mitigate the ethical challenges of confidentiality, integrity, and accountability in records 

management within academic libraries, a multifaceted and proactive approach is required. 

The following strategies provide a framework for universities, particularly in the Nigerian 

context:

a. Development of Institutional Ethical Frameworks

Formulating  and  formally  adopting  a  comprehensive  records-management  ethics  policy 

aligned with globally recognised professional codes is essential.  Such frameworks should 

align with international standards, such as the IFLA Code of Ethics (2012) and the ICA Code 

of Ethics (2016), to ensure ethical principles, confidentiality protocols, staff responsibilities, 

and sanctions for misconduct are clearly articulated and enforced. Embedding these ethics 

statements  within  records  management  policies  promotes  institutional  consistency  and 

accountability, while periodic reviews ensure adaptability to evolving issues such as AI, data 

analytics, and cloud storage ethics (IFLA, 2012; ICA, 2016).

b. Professional Education and Capacity Building

Even  well-designed  frameworks  will  falter  without  capable  and  ethically  literate  staff. 

Continuous  professional  development  in  ethical  decision-making,  data  protection,  digital 

literacy,  and  legal  compliance  is  imperative.  Ethical  competence  among  librarians  and 

records officers must be cultivated through structured professional education and capacity-

building  initiatives.  Collaboration  with  professional  bodies,  such as  the  Nigerian  Library 

Association (NLA), National Archives of Nigeria, and Nigeria Data Protection Commission 

(NDPC), can strengthen this process. Integrating ethics and data governance modules into 

library and information science curricula ensures that emerging professionals develop both 

moral reasoning and technical expertise (Malanga, Simwaka, & Chifuniro, 2024).

c. Policy Enforcement and Institutional Accountability
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Enforcement  transforms ethical  commitments  from declarations  into  actionable  practices. 

Without adequate monitoring, investigation, and sanctions, ethical policies remain symbolic. 

Ethics and Compliance Committees can facilitate ethical  audits,  monitor compliance,  and 

investigate breaches in records handling and data retention. Clear audit trails, supervisory 

oversight, and well-documented responsibilities reinforce accountability and transparency in 

information  governance  (Shehu,  Ogbonna,  &  Obim,  2025).  Recognition  of  ethical 

compliance and enforcement of sanctions cultivate a culture of responsibility essential for 

credible academic records management (Katuu, 2020; Popoola, 2019).

d. Integration of Technology and Digital Ethics Protocols

Ethical management of digital  records requires adopting technology systems aligned with 

ethical  and  security  standards.  International  best  practices,  such  as  ISO 15489:2016  for 

records management and ISO/IEC 27001:2022 for information security, ensure data integrity, 

confidentiality, and secure access control (ISO, 2016; ISO, 2022). Implementing digital rights 

management (DRM), encryption, and role-based authentication protects sensitive information 

from unauthorised exposure.

e. Promoting a Culture of Ethical Awareness

Sustainable ethics  in  academic libraries  requires  continuous engagement,  including ethics 

workshops, awareness campaigns, scenario-based discussions, leadership modeling of ethical 

behavior, and whistle-blower protection. Embedding ethical considerations into performance 

appraisals  reinforces  the  link  between  integrity  and  professional  excellence,  fostering  an 

environment  where  ethical  decision-making  becomes  habitual  (IFLA,  2012;  Ocholla  & 

Ocholla, 2016; UNESCO, 2021). 

f. Collaboration and Benchmarking with Global Best Practices

Collaboration among academic librarians, IT experts, and Cybersecurity specialists ensures 

the ethical design of digital systems aligns with institutional accountability and professional 

values.  Benchmarking  against  global  best  practices  supports  the  development  of  robust, 

ethical records management frameworks (UNESCO, 2021; Otuza, 2023).



LEAD CITY INTERNATIONAL JOURNAL OF LIBRARY, INFORMATION & 
COMMUNICATION SCIENCES 

[LCIJLICS]. ISSN: 3027-0022, eISSN: 3027-0901

VOL 3. ISSUE 1.  JANUARY, 2026 (DOI: https://doi.org/10.63741/lcijlics.2026.0301.9-j)

Recommendations

1. National  Policy  Alignment: The  Federal  Ministry  of  Education  and  the  National 

Universities Commission (NUC) should mandate that all universities develop and enforce 

records management ethics policies consistent with national data protection regulations, such 

as the Nigeria Data Protection Act (2023).

2. Establishment  of  a  National  Records  Ethics  Framework: The  National  Archives  of 

Nigeria and the Nigerian Library Association (NLA) should collaborate to design a unified 

framework outlining ethical principles, roles, and sanctions for tertiary institutions, similar to 

models in South Africa and Kenya (Mnjama, 2019; Nwaocha & Olofin, 2023).

3. Ethics Certification for Professionals: Introduce national certification programs in Records 

Management  Ethics  and  Data  Protection,  modeled  after  international  examples  such  as 

ARMA International’s Information Governance Professional (IGP) certification, to enhance 

professional competence and ethical awareness (Ogunyemi & Adebayo, 2021).

4. Monitoring  and  Evaluation  Mechanisms: Implement  a  structured  national  monitoring 

system to track institutional compliance with ethical records management standards. Annual 

audits,  peer reviews, and institutional reporting templates coordinated by the NLA Ethics 

Committee and National Archives will promote transparency, public trust, and continuous 

improvement (Shehu, Ogbonna, & Obim, 2025).

Conclusion

Ethical  records  management  underpins  accountability,  transparency,  and  information 

trustworthiness  in  academic  libraries.  In  Nigeria,  where  universities  increasingly  rely  on 

accurate records for accreditation, governance, and research, ethical lapses pose serious risks 

to institutional credibility and public confidence.

This  paper  has  examined  key  ethical  issues  including  confidentiality,  integrity, 

accountability,  access,  professional  competence,  and  digital  ethics  in  Nigerian  academic 

libraries.  While  awareness  of  ethical  obligations  exists,  practical  implementation remains 

inconsistent  due  to  weak institutional  frameworks,  inadequate  training,  and technological 

vulnerabilities.
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Conceptual  and  theoretical  analysis  reveals  that  ethical  records  management  is  a  moral 

imperative. Deontological, utilitarian, and virtue ethics perspectives demonstrate that ethical 

behavior  depends  on  professionals’  moral  integrity,  the  utility  of  ethical  actions  for 

institutional benefit, and adherence to duty-based obligations.

Addressing  these  challenges  requires  a  multidimensional  approach:  strengthening 

institutional  policies,  building  professional  competence,  enforcing  accountability,  and 

embedding digital  ethics into technological systems. Academic libraries must cultivate an 

ethical culture in which transparency, privacy, and information integrity are upheld as non-

negotiable principles.

Fostering such an ethical culture ensures that librarians and records officers serve as trusted 

custodians  of  institutional  memory,  champions  of  information  justice,  and  stewards  of 

responsible  decision-making  in  an  increasingly  digital  and  data-driven  academic 

environment.
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